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1 Executive Summary

Deliverable D7.7 (Data Protection Protocol) is a document designed to (a) demonstrate to project manage-
ment and chain of oversight that the project is aware of, and compliant with, the necessary laws and regula-
tions covering data protection; and (b) to inform and educate project participants on their obligations and re-
sponsibilities when in contact with personal data. It therefore sets out the rules which the project must com-
ply with.

A number of ethical issues are raised within SMART by the nature of gathering personal and public data on
volunteers and bystanders. Because the project involves the tracking the location and observation of people,
fundamental rights and privacy are key ethical issues. In particular this is relevant for the two categories of
data subjects: volunteers and bystanders. In the case of the former, a voluntary consent form is required and
with this consent, a greater deal of data collection, storage and processing is permitted, including the use of
these results in the project work. In the case of bystanders, the rules are more stringent and efforts must be
taken to render anonymous the data collected, as well as reasonable efforts made to inform bystanders of
the data collection in process. Note that children are not involved at any stage of SMART.

Furthermore the right to privacy, the fundamental rights to be safeguarded during the project are: Freedom of
expression; Freedom of information; Freedom of assembly and Dignity. These rights are enshrined in the
constitutions of some member states as well as the European Convention of Human Rights and Fundamen-
tal Freedoms and the Charter of Fundamental Rights of the EU. However it is in most cases through the
Data Protection Directive 95/46/EC (extended through the Privacy and Electronic Communications Directive
2002/58/EC) which these rights are protected through legislation. More precisely these rights are protected
by each member state through the legislation of that state which, as a minimum, must comply with the above
directives.

The main thrust of the 95/46/EC directive is:

» The right of access to own personal data.

» The rights of erasure, blocking or rectification of the data, which do not comply with the provisions of
the Directive, are incomplete or inaccurate.

e The right to be informed of all relevant details relating to the data processing and the rights granted
to self.

e The right to a judicial remedy for any breach of the above mentioned rights

Three important definitions arise from the directive, hereafter also referred to as the data protection directive
(DPD):

» Data subject: the individual who is the subject of the personal data.

» Data controller: a person (natural or legal) who alone or jointly with others “determines the purposes
and means of the processing of personal data” (Art. 2(d) DPD).

» Data processor: a third party who simply processes personal data on behalf of the data controller
without controlling the contents or making use of the data (Art. 2(e) DPD).

Within Spain, the member state of principle interest due to the location of the field trials, the issue of data
protection is enshrined by Organic Law 5/1992 on the Regulation of the Automatic Processing of Personal
Data. Law 5/1992 was subsequently amended by Organic Law 15/1999 on the Protection of Personal Data.
Organic Law 15/1999 implemented Directive 95/46/EC into Spanish law.

In addition to the set of basic obligations of this directive, as mentioned above, either due to the nature of
SMART or of specific Spanish law, there are further relevant issues. These are those relating to ‘sensitive’
data, the right of access to date, the obligation to inform data subjects, the right of obligation and ability to
move data across national borders.

In SMART a series of measures will be taken to ensure that the regulations are followed: Data will be stored
on secure systems where unauthorised access (electronically or physically) will be prevented. Copies will be
made to ensure accurate and complete data records in the case of data destruction. The data will be stored
for a specific purpose and stored only for that purpose. When that purpose has expired, for instance after the
conclusion of the project, that data will be erased. All data will be stored in a data file format compatible with
the law. No SMART application will be permitted to use real data until the required security level has been
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achieved.

To ensure privacy volunteers participating in SMART will have provided informed consent prior to the trial
and will be made aware of how their personal data will be used, the purpose of the data collection and their
rights with respect to that personal data. SMART will notify bystanders of public and private spaces em-
ployed in all data collections and testing of the monitoring system. This will be implemented by posting a no-
tice visible from all access points to the employed area. Data involving bystanders will be rendered anony-
mous and destroyed when the relevant research task is complete.

SMART will make a point of contact available for any volunteers who wish to withdraw from the tests, to ac-
cess, correct or erase their data or to object to the data processing, and similar measures will be provided for
bystanders.

In conclusion it has been shown that the SMART project has carried out due diligence in identifying the rele-
vant laws and legislation applicable to the project. SMART has decided on a number of measures, relating to
the way data is stored and processed, and in interacting with bystanders and volunteers which will be carried
out to ensure no breach of the law.
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2 Introduction

This document exists to describe the necessary activities and controls in place within the SMART project to
comply with data protection at the European level and, as data is collected in Spain, Spanish data protection
law.

As such it both serves to demonstrate that the project is aware of and compliant with applicable law, and
serves as a set of guidelines by which all members of the project in contact with personal data must follow.

The document is set out in seven chapters. Sections 1 (executive summary) and 2 (introduction) introduce
the document. Section three introduces the ethical issues relevant to the project (although this is covered in
greater depth in companion deliverable D7.8 (Ethical Dimensions of SMART Technologies) and then pro-
ceeds to describe the necessary laws and regulations which apply to data protection. This section serves
two purposes: it provides an overview of this regulation to orient the reader to further investigation on this
matter, and secondly extracts from these sources the most salient points for the project SMART, without, of
course, limiting the obligations of the project or its participants merely to these sections. Section five de-
scribes the specific measures which will be taken in the SMART project to comply with the current legisla-
tion, including DPA approval, and finally, section six concludes the report.

3 Ethical and Legal Implications of SMART Data Coll ection and Storage

3.1 Ethical issues

The principal ethical issues in SMART are the protection of fundamental rights and privacy. This is because
the project involves the tracking the location and observation of people. These rights are covered by Euro-
pean and national laws and regulations which will be followed in SMART. Further details are provided in de-
liverable D7.8 (Ethical Dimensions of SMART Technologies) and are merely touched on here to provide con-
text for the relevance of the laws and regulations covered in the following section.

The two categories of third parties whose rights and privacy must be protected in relation to field testing are
i) volunteers and ii) bystanders.

i) Voluntary participants are people selected by the project (with assigned “token role” or a
greater role in the unfolding of a scenario). They will have provided informed consent for their infor-
mation to be used in the project prior to involvement. An ethical panel will approve their involvement
during the selection process. Under no circumstances will vulnerable subjects be selected as a
SMART actor; this includes persons under the age of 18 and any other person unable to give the in-
formed consent.

ii) In the case of bystanders, they will be informed that data is being collected and monitored in
any private or public space before entering into it and all data will be rendered anonymous (blurring
of faces, etc.) before any public disclosure.

Children will not be involved at any stage.
The ethical issues surrounding these fundamental rights and privacy issues are:

* The right of access to own personal data.

» The rights of erasure, blocking or rectification of the data, which do not comply with the provisions of
the Directive, are incomplete or inaccurate.

» The right to be informed of all relevant details relating to the data processing and the rights granted

to self.
e The right to a judicial remedy for any breach of the above mentioned rights.
e Privacy

* Fundamental rights:
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o0 Freedom of expression
0 Freedom of information
o Freedom of assembly
o Dignity

And particularly within the context of the SMART project, specifically the following issues may arise:

» Personally identifiable data

* Crowd reaction

* Social conversations

» Location tracking

» Consent for pictures and videos
e Suspicious behaviour

» Stored modelling

» Acoustics, audio (interception)
* Elements in speech

+ Biometrics

» False positives

* Unusual movements

» Activation of acoustic sensors
e Automated rating

3.2 Applicable Law and Regulations

3.2.1 European Convention of Human Rights and Funda  mental Freedoms

The European Convention of Human Rights and Fundamental Freedoms sets out, among other issues, sev-
eral basic freedoms including: the right to privacy and the right to freedom of expression.

The fundamental right to privacy is recognized in Article 8, which stipulates that everyone has the right to re-
spect for his or her private and family life, home and correspondence:

“Right to respect for private and family life

1. Everyone has the right to respect for his or her private and family life, his or her home
and his or her correspondence.

2. There shall be no interference by a public authority with the exercise of this right
except such as is in accordance with the law and is necessary in a democratic society in
the interests of national security, public safety or the economic well-being of the country,
for the prevention of disorder or crime, for the protection of health or morals, or for the pro-
tection of the rights and freedoms of others.”

The European Union requires all member states to legislate to ensure that citizens have a right to privacy,
through directives such as the 1995 Directive 95/46/EC on the protection of personal data.

With the advent of new technologies, however, the notion of correspondence has acquired a wider perspec-
tive and it has come to contain, in addition to its traditional meaning, any type of point-to-point communica-
tion realised through an electronic communications network.

Article 10 covers freedom of expression;

“1. Everyone has the right to freedom of expression. This right shall include freedom to
hold opinions and to receive and impart information and ideas without interference by pub-
lic authority and regardless of frontiers. This article shall not prevent States from requiring
the licensing of broadcasting, television or cinema enterprises.

2. The exercise of these freedoms, since it carries with it duties and responsibilities, may
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be subject to such formalities, conditions, restrictions or penalties as are prescribed by law
and are necessary in a democratic society, in the interests of national security, territorial in-
tegrity or public safety, for the prevention of disorder or crime, for the protection of health
or morals, for the protection of the reputation or rights of others, for preventing the disclo-
sure of information received in confidence, or for maintaining the authority and impartiality
of the judiciary.”

3.2.2 The Charter of Fundamental Rights of the EU

The Charter of Fundamental Rights in the course of the respective legal trend dedicates a separate article to
the protection of personal data. Article 8 sets out the right to the protection of personal data of an individual
and thus the protection of personal data has now its own legal basis apart from the right to respect an indi-
vidual's private life and the protection of human dignity. Article 8 of the Charter sets out the rules for the le-
gitimate processing of personal data, notably that the processing shall be fair and for pre-specified purposes
based on the consent of the data subject or other legitimate basis laid down by law. Reference is furthermore
made to two rights of the data subject: the right of access to the data and the right to have it rectified. Finally,
Article 8 sets out the need for an independent authority, which shall control the compliance with the data pro-
tection rules. Article 11 also protects the right of free expression:

“1. Everyone has the right to freedom of expression. This right shall include freedom to
hold opinions and to receive and impart information and ideas without interference by pub-
lic authority and regardless of frontiers.

2. The freedom and pluralism of the media shall be respected.”

Other fundamental rights covered in the charter and convention include the right to freedom of information,
the right to free assembly and the right to dignity.

3.2.3 Data Protection Directive 95/46/EC

Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data lays down
a series of rights of the data subject. These are:

» The right of access to own personal data.

» The rights of erasure, blocking or rectification of the data, which do not comply with the provisions of
the Directive, are incomplete or inaccurate.

* The right to be informed of all relevant details relating to the data processing and the rights granted
to self.

» The right to a judicial remedy for any breach of the above mentioned rights.

All these are applicable to SMART. The first three aforementioned rights may be restricted if this is neces-
sary for reasons relating to the protection of the data subject or the rights and freedoms of others or to pre-
vent a criminal offence or for reasons relating to public security.

The Data Protection Directive (DPD) aims to lay down specific rights of the individual on his or her personal
data, while ensuring that such data can move freely within the single market created between the Member
States of the European Union. It further aims to harmonize the data protection rules within the European Un-
ion.

Article 2(a) of the Data Protection Directive (DPD) defines ‘personal data’ as “any information relating to an
identified or identifiable natural person (‘data subject’); an identifiable person is one who can be identified, di-
rectly or indirectly, in particular by reference to an identification number or to one or more factors specific to
his or her physical, physiological, mental economic, cultural or social identity”. Although the Data Protection
Directive tried to harmonise the processing of personal data with the free movement of such data, there are
still many differences between the Member States with regard to the term ‘personal data’, and especially
when it refers to an ‘identified of identifiable natural person’.

According to Article 2 (b) of the DPD, “data processing” is defined as “any operation or set of operations

! http://en.wikipedia.org/wiki/Article 10 of the European Convention on Human Rights, Retrieved 06/03/2012
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which is performed upon personal data, whether or not by automatic means, such as collection, recording,
organization, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dis-
semination or otherwise making available, alignment or combination, blocking, erasure or destruction”. It fol-
lows that the definition of processing is extraordinarily broad, which means that it is difficult to conceive any
operation performed on personal data which would not be covered by it. It is important to note that mere
storage of personal data by the providers of publicly available electronic communications services or of a
public communications network constitutes ‘data processing’, so that simply storing data on a server or other
media is deemed to be processing, even if nothing else is being done with it.

In the context of processing of personal data, three distinctive categories of parties are recognised:

» Data subject: the individual who is the subject of the personal data.

» Data controller: a person (natural or legal) who alone or jointly with others “determines the purposes
and means of the processing of personal data” (Art. 2(d) DPD).

» Data processor: a third party who simply processes personal data on behalf of the data controller
without controlling the contents or making use of the data (Art. 2(e) DPD).

Under the regime established by the Data Protection Directive, a key concept is that of the ‘data subject’s
consent'. If the data controller obtains the data subject’s consent, then he or she is broadly free to process
the personal data. The Directive states that a ‘data subjects’ consent’ must be freely given, specific and in-
formed (Art. 2 (h) DPD).

Article 8 of the DPD describes special categories of data, i.e., “personal data revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs, trade-union membership, and the processing of data con-
cerning health or sex life”, commonly known as sensitive data. The processing of the aforementioned data is
prohibited, unless one of the specific grounds described in the same Article is fulfilled.

There are a number of exceptions:

e The interested person has given his or her consent

» The processing is necessary for vital security interests of the other person who would be physically
or legally incapable to give his or her consent

* The processing is effected with administrative purpose, under the responsibility of persons pursuing
legal activities, with a political, philosophical, religious character as well as by trade unions. The files
are constituted to collect information about their members. The information may not be communi-
cated to third parties.

e The processing is used for journalistic purposes (freedom of expression), for the creation of literary
or artistic works.

* In health issues, exceptions have been accepted in the interest of the patient or in the field of pre-
ventative medicine, the medical diagnostics, and medical treatment. The processing of data is being
effected by a heath practitioner who is bound by his or her professional oath or by another person
under the professional oath.

» The processing of data concerning criminal offences, sentences and measures of security (preven-
tive retention) can only be effected under the control of public authority. Particularly, a collection of
all penal condemnations can only be established under the control of a public organ.

The person concerned has to be granted an access right to his or her personal data. She can make changes
or delete the data that are incomplete or incorrect. She has also a right to oppose to the storage of data for
legitimate reasons with regard to his or her particular situation. The Directive uses the words “justified oppo-
sition”. It leaves a margin of evaluation to national authorities as to the storage of data.

Moreover, all the actors recognise that security is a condition for freedom. The entity responsible for the
processing uses technical measurers and adequate organisation to avoid destruction or accidental loss, al-
teration, diffusion or non-authorised access. The security level is chosen with respect to the risk incurred in
the procedure of data processing. If a subcontractor is chosen by the persons or company responsible for
the treatment, he has to bring sufficient guarantees: like all subcontractor, he can act only according to in-
struction by the persons or company responsible of the treatment.

SMART © Consortium 2012 Page 9/ 36



FP7-287583 Document Code: D7.7
SMART Data Protection Protocol

With the international data exchange, a principle of reciprocity as to the protection of personal data is aimed
at:

“The Member States shall provide that the transfer to a third country of personal data
which are under-going processing or are intended for processing after transfer may take
place only if, without prejudice to compliance with the national provisions adopted pursuant
to the other provisions of this Directive, the third country in question ensures an adequate
level of protection.”

3.2.3.1 Basic principles in data processing

The European legal framework on data protection contains some basic principles for the processing of per-
sonal data. These principles serve as good practices that data controllers should comply with in order to pro-
tect the data they hold. The first of these principles requires fair and lawful processing (Art. 6(a) DPD). In de-
termining whether any processing of personal data is ‘fair’, particular regard must be paid to the method by
which data were obtained. Under the second principle, data controllers must obtain data only for specified
and legitimate purposes, and must not carry out any further processing which is incompatible with those pur-
poses (Art. 6(b) DPD). This principle thus has two components: (1) the data controller must specifically in-
form the data subject of the purposes for which data has been collected; and (2) once data has been prop-
erly collected, it must not be used for further purposes incompatible with the original purposes. The third
principle requires a data controller to hold only personal data that is “adequate, relevant and not excessive in
relation to the purposes for which they are collected and/or further processed” (Art. 6(dc) DPD). Data control-
lers are therefore obliged to store only a bare minimum of data that will suffice for the running of their ser-
vices.

The fourth principle stipulates that all personal data “shall be accurate and, where necessary, kept up to
date” (Art. 6(d) DPD). The specific legislative provision creates an obligation for the data controllers to take
every reasonable step to ensure that data which are inaccurate or incomplete, having regard to the purposes
for which they were collected, are either erased or rectified. In practice, a data subject is likely to complain of
a breach of this principle in cases where there has been some detriment to the individual as the result of the
information being incorrect. It is therefore advised that the data controllers set up a mechanism whereby the
data subjects are able to update their personal data or notify the data controller about the inaccuracies of the
present information. This mechanism could be set up either within the network platform (by using the net-
work’s interface), or outside the platform (e.g. by the use of a ‘hotline’). The fifth principle reads that personal
data must not be kept for longer than what is necessary for the purposes for which this data were collected
(Art. 6(e) DPD). This implies that data should be destroyed or rendered anonymous when the specified pur-
pose for which they were collected has been achieved. The sixth principle requires processing to be carried
out in accordance with the rights of the data subjects. More precisely, Article 12 of the DPD grants data sub-
jects the right to obtain certain basic information from the data controller about the processing of their per-
sonal data.

The seventh principle addresses the issue of data security: it requires data controllers to take ‘appropriate
technical and organizational measures’ (Art. 17.1 DPD) against unauthorized or unlawful processing, and
accidental loss, destruction or damage to the data. This principle covers the security requirements and ro-
bustness of the network itself, taken as a whole this principle imposes a statutory obligation on data control-
lers to ensure that personal data are processed in a secure environment. This means that the data control-
lers must consider the state of technological development and the cost of the implementation of any security
measures. Finally, the last principle is the notification to the supervisory authority in order to ensure the su-
pervision of the data processing. The data controller must notify (Art. 18,19 DPD) the supervisory authority
about the processing, an mention among other matters the name of the controller, the purpose of the proc-
essing, the categories of data subjects, the categories of data processed, as well as the recipients to whom
the data might be disclosed.

The Data Protection Directive also contains a liability provision. Pursuant to Article 23, any person who has
suffered damage as a result of an unlawful processing operation or of any act incompatible with the national
data protection legislation is entitled to compensation from the controller for the damage suffered. The con-
troller may be exempted from liability, in whole or in part, if he or she proves that he or she is not responsible
for the event giving rise to the damage.
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Since 1995 the Data Protection Directive has been complemented by other Directives such as in the ePri-
vacy Directive from 2002. This Directive translates the data protection principles of the general Data Protec-
tion Directive into specific rules for the electronic communications sector, regardless of the medium used.
This directive regulates issues such as the confidentiality of communications, the status of traffic and location
data, itemised billing, and unsolicited communications. It is applicable for example to electronic communica-
tion services providers; mobile communication services providers, etc.

3.2.4  Privacy and Electronic Communications Directi ~ ve 2002/58/EC

The Privacy and Electronic Communications Directive (2002/58/EC) translates the data protection principles
of the general Data Protection Directive into specific rules for the electronic communications sector, regard-
less of the medium used. This directive regulates issues such as the confidentiality of communications, the
status of traffic and location data, itemized billing, and unsolicited communications. It is applicable for exam-
ple to electronic communication services providers; mobile communication services providers, etc.
3.2.5 Spanish law
As the field trials and data collection will occur in Spain, SMART must also comply with these national laws.
In Spain, article 18 of the Spanish constitution (1978) establishes that:

“(1) The right of honour, personal, and family privacy and identity is guaranteed.

(2) The home is inviolable. No entry or search may be made without legal authority except
with the express consent of the owners or in the case of a flagrante delicto.

(3) Secrecy of communications, particularly regarding postal, telegraphic, and telephone
communication, is guaranteed, except for infractions by judicial order.

(4) The law shall limit the use of information, to guarantee personal and family honour, the
privacy of citizens, and the full exercise of their rights.”2

Provision 4, which enshrines the issue of data protection, was further developed by Organic Law 5/1992
on the Regulation of the Automatic Processing of Personal Data. The Spanish Data Protection Agency
was formally created by Royal Decree 428/1993 of 26 March.

Law 5/1992 was subsequently amended by Organic Law 15/1999 on the Protection of Personal Data.
Organic Law 15/1999 implemented Directive 95/46/EC into Spanish law.
3.2.6  Applicable areas of European and Spanish Data  protection laws regarding personal data

The above paragraphs discuss the specific laws and regulations which apply to the project. The conscien-
tious reader is referred to these documents for the complete text. However, for the benefit of the reader, the
key points which apply in the SMART project is hereby given, in part abridged from an excellent analysis
Douwe Korff (consultant to the European Commission)*

As has been discussed elsewhere, Member States shall provide that personal data may be processed only if
the data subject has unambiguously given his consent. There exist exceptions; however these are not appli-
cable to SMART.

Furthermore:

3.2.6.1 ‘Special’ or ‘'sensitive’ data

In addition to personal data, there is also a series of categories considered to be “special”.

2 http://www.servat.unibe.ch/icl/sp00000 .html, Retrieved 06/03/2012

3 Korff, D., Comparative Summary Of National Laws: EC STUDY ON IMPLEMENTATION OF DATA PROTECTION
DIRECTIVE (Study Contract ETD/2001/B5-3001/A/49). September 2002
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Art. 8(1) of the Directive 95/46/EC refers to ‘Special categories of data’: “personal data revealing
racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union member-
ship, and the processing of data concerning health or sex life.”

Most of the laws of the Member States regard the same categories of data as “special” or
“sensitive” as are listed in Art. 8(1) of the Directive, quoted above and the Spanish law too
is very close to the Directive by applying “special protection” to data which “reveal” “ideol-
ogy, trade-union membership, religion or belief”, or which “refer to” racial origin, health or
sex life.

However there are some exceptions:

“1. Member States shall prohibit the processing of personal data revealing racial or ethnic ori-
gin, political opinions, religious or philosophical beliefs, trade-union membership, and the proc-
essing of data concerning health or sex life.

2. Paragraph 1 shall not apply where:

(a) the data subject has given his explicit consent to the processing of those data, except
where the laws of the Member State provide that the prohibition referred to in paragraph 1
may not be lifted by the data subject's giving his consent; or

(b) processing is necessary for the purposes of carrying out the obligations and specific rights
of the controller in the field of employment law in so far as it is authorized by national law
providing for adequate safeguards; or

(c) processing is necessary to protect the vital interests of the data subject or of another per-
son where the data subject is physically or legally incapable of giving his consent; or

(d) processing is carried out in the course of its legitimate activities with appropriate guaran-
tees by a foundation, association or any other non-profit-seeking body with a political, phi-
losophical, religious or trade-union aim and on condition that the processing relates solely to
the members of the body or to persons who have regular contact with it in connection with its
purposes and that' the data are not disclosed to a third party without the consent of the data
subjects; or

(e) the processing relates to data which are manifestly made public by the data subject or is
necessary for the establishment, exercise or defence of legal claims.”

(Art. 8(2) of the Directive)

“The Spanish law re-affirms a constitutional stipulation that no-one may be forced to reveal
his religion or beliefs (and adds that individuals must be advised of this if they are asked
for such information); and stipulates (also because of constitutional imperatives) that the
creation of files solely for the purpose of listing the “ideology, trade-union membership, re-
ligion, beliefs, racial or ethnic origin or sex life” of individuals “remains prohibited.”

In the case of SMART this means that the any data entering into either definition of ‘sensitive’ or ‘special’
cannot be collected from bystanders, that the volunteer consent form must explicitly state which, if any, of
these types of data will be collected, and that SMART must not create any files solely for the purpose of col-
lecting this data.

The SMART sensor based technologies to not reveal any of the characteristics above. However, third party
contributors (i.e. the OS community) must be made aware of this. Any video or sound recordings must be
kept away from places of worship or trade union offices and no record of conversation discussing these mat-
ters kept.

However, the case of Twitter and other social media, the privacy of the individual is covered by the social
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network, although we can make the distinction of filter that raise no-privacy issues and filters where such
privacy issues can emerge. It is additionally arguable that Twitter and the public pages of social media are
covered under exception (e), as the participant will be considered to have manifestly made this data public.

Besides it is not the intention of SMART to collect such data per se, any collection of this data will be through
a side effect of wider data collection (for example recording a conversation which happens to cover these
subjects as part of a wider recording remit). This means that it is improbable that specific Spanish constraint
is breached.

3.2.6.2 Informing of data subjects
“Article 10:

Information in cases of collection of data from the data subject Member States shall provide
that the controller or his representative must provide a data subject from whom data relating to
himself are collected with at least the following information, except where he already has it:

(a) the identity of the controller and of his representative, if any;
(b) the purposes of the processing for which the data are intended;
(c) any further information such as

e the recipients or categories of recipients of the data,

e whether replies to the questions are obligatory or voluntary, as well as the possible con-
sequences of failure to reply,

e the existence of the right of access to and the right to rectify the data concerning him —

in so far as such further information is necessary, having regard to the specific circumstances in
which the data are collected, to guarantee fair processing in respect of the data subject.

The Member States have implemented the above provision (and its companion one, Art.
11, discussed in the next sub-section) quite differently. Some stay quite close to the Direc-
tive, while others divert considerably from it.

The Spanish law too requires that all the additional information must always be given,
unless this is obvious - which is stricter than the Directive - and in addition stipulates that
the data subjects must be informed of the actual recipients of the data (rather than just the
categories of recipients) and of the fact that the data are to be held in a (structured) filing
system or automatically processed.

As far as the timing of the information is concerned, there are similar divergences. Spain
demands that the information be provided “when the data are collected”, or “before the
data are provided [by the data subject to the controller]”, or “beforehand” or “at the latest
when the data are obtained™

Thus in the case of SMART it is clear that the volunteer consent form must contain the information in (a), (b)
and (c), above. Going further the recipients of the data must be explicitly mentioned. We will do this with very
clear and narrow descriptions of the groups of actors (project officer, reviewers and so on).Similarly the no-
tice to bystanders must make provision for this information to be available before or during data collection.

3.2.6.3 Informing when data are collected otherwise
“Article 11:
Information where the data have not been obtained from the data subject

1. Where the data have not been obtained from the data subject, Member States shall provide
that the controller or his representative must at the time of undertaking the recording of per-
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sonal data or if a disclosure to a third party is envisaged, no later than the time when the data
are first disclosed provide the data subject with at least the following information, except where
he already has it:

(a) the identity of the controller and of his representative, if any;
(b) the purposes of the processing;
(c) any further information such as
e the categories of data concerned,
e the recipients or categories of recipients,
e the existence of the right of access to and the right to rectify the data concerning him —

in so far as such further information is necessary, having regard to the specific circumstances
in which the data are processed, to guarantee fair processing in respect of the data subject.

2. Paragraph 1 shall not apply where, in particular for processing for statistical purposes or for
the purposes of historical or scientific research, the provision of such information proves impos-
sible or would involve a disproportionate effort or if recording or disclosure is expressly laid
down by law. In these cases Member States shall provide appropriate safeguards.

The laws of the Member States also differ in respect of the information that must be pro-
vided to data subjects when data on them are obtained other than from the data subjects
themselves. Again, some stay quite close to the Directive, some qualify the requirements
of the Directive in terms seemingly at odds with the Directive, and yet others go beyond
the requirements of that instrument.

Spain [is]: again more demanding, in the same way as discussed in the previous subsec-
tion, by requiring that all the information be always provided”

In the case of SMART this may apply to bystanders and is related to the comment made in the previous sub-
section.

3.2.6.4 Right of Access
“Article 12: Right of access
Member States shall guarantee every data right to obtain from the controller:
(a) without constraint at reasonable intervals and without excessive delay or expense:

e confirmation as to whether or not data relating to him are being processed and in-
formation at least as to the purposes of the processing, the categories of data con-
cerned, and the recipients or categories of recipients to whom the data are disclosed,

e communication to him in an intelligible form of the data undergoing processing and of
any available information as to their source,

* knowledge of the logic involved in any automatic processing of data concerning him
at least in the case of the automated decisions referred .to in Article 15 (1);

(b) as appropriate the rectification, erasure or blocking of data the processing of which does
not comply with the provisions of this Directive, in particular because of the incomplete or in-
accurate nature of the data;

(c) notification to third parties to whom the data have been disclosed of any rectification, era-
sure or blocking carried out in compliance with (b), unless this proves impossible or involves a
disproportionate effort.

The laws in all the Member States provide for the right of data subjects to receive confir-
mation, on request, of whether data on them are processed by a particular controller
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The most important formal difference in the laws is that some countries - Greece, Spain
and Sweden - require controllers always to inform data subjects, on request, of the
sources of the data - and not just of “any available information” as to these source[s].

All the Member States except Spain in principle give data subjects the right to obtain a
copy of the data The Spanish law provides for this alternative too, but without stipulating
that if the data subject wants he can demand a hard copy rather than mere access”

In the context of SMART this means that the project must be able to give any data subject requesting this in-
formation on the terms described above, as well as the sources of this data and a copy of the data itself.

3.2.6.5 The general right to object
“Member States shall grant the data subject the right:

(a) at least in the cases referred to in Article 7 (e) and (f),72 to object at any time on compel-
ling legitimate grounds relating to his particular situation to the processing of data relating to
him, save where otherwise provided by national legislation. Where there is a justified objec-
tion, the processing instigated by the controller may no longer involve those data.

By contrast, the laws in Finland, Spain and Sweden do NOT contain provide for a general
right to object - or at least not explicitly

As far as Spain is concerned, the absence of the general right to object can be explained
by the fact that the two criteria to which it must relate according to the Directive are se-
verely restricted in the law in the first place.”

In SMART this means that a data subject has the right to withdraw from the scheme and/or object to any fur-
ther processing of their data.

3.2.6.6 Rules and procedures relating to intra-EU transfers
“Member States shall neither restrict nor prohibit the free flow of personal data between
Member States for reasons connected with [data protection].” (Art. 1(2) of the Directive)”

“One of the main aims (indeed, perhaps, strictly speaking the main aim) of the Directive is
to remove obstacles to the Single Market arising out of restrictions imposed by data pro-
tection laws on cross-border data transfers. The Directive seeks to ensure a high level of
data protection so that those obstacles can be removed. Having done so, it can therefore
lay down the principle of a “free zone” for data transfers throughout the European Commu-
nity, as is done in the above-quoted provision. However, like all the other provisions in the
Directive, this stipulation too of course only applies to matters within its own scope (that is,
broadly speaking, to matters within the scope of Community law). Indeed, a similar free-
dom cannot be stipulated in such an unconditional way for matters outside the scope of the
Directive, because there is no guarantee that in such matters the same high level of pro-
tection is guaranteed. The two things hang together: freedom to transfer data where there
is protection; no such freedom where this is not guaranteed.”

In the context of SMART this means that there should not be any problem in principle for the consortium
partners in different nation states from receiving and processing the data in accordance with the description
of work and the ethical and data protection norms of the project.
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4 SMART Compliance

4.1 Permission from the Data Protection Agency

Due to the public nature of the A/V SMART sensors (cameras and microphones) and privacy issues, it was
necessary to apply to the Spanish Data Protection Agency for permission (original response from the DPA is
added to the Annexes). The first submission was rejected because it was not sufficiently clear that persons
would not be identifiable in the video streams. Therefore a resubmission is being prepared where it will state
more clearly (and show with video examples) that individuals will not be identifiable in the SMART system.

Note: it is not sufficient that individuals are not being identified or that techniques are employed to render
data anonymous. The system must be set up in such a manner that identification is impossible due to image
quality, camera distance and/or camera angle and that the cameras are at their maximum zoom.

This will be updated as the situation developments.

4.2 Measures for Secure Storage

Data will be stored on secure systems. There will be controlled access and only authorised persons will be
able to access the information. This authorisation will be managed by both the person in charge of the secu-
rity of the servers system (i.e. software security systems to avoid hacking or other attempted ways to access
the data other than through the controlled means), and by the ethics panel of the project who will control who
can access the data and on what grounds.

Furthermore;

» Prevention of access by any unauthorised person to installations used for processing the SMART
personal data. This control of entrance to installations is not directly a responsibility of SMART ap-
plications, but must be borne in mind before the implantation of SMART applications in a real envi-
ronment. All services which store images and/or audio must to have permission of the ethics com-
mittee of the project.

 To prevent data media from being read, copied, altered or removed by unauthorised persons.
SMART applications must include mechanism to authenticate and identify authorised persons.

» To safeguard data security copies will be made and a mechanism established in advance to restore
data in case of data destruction/loss, partial or total. These backup/restore mechanisms must be
checked periodically in order to verify the correct operation. This requirement not only implies to
SMART applications, it involves the entire SMART system. Furthermore, the backup/recovery copy
shall be stored outside the place where the information systems are located, and such copy will be
protected by implementing all the above security measures

e According to the Principle of Conservation and Principle of Finality/Purpose Limitation the data is
stored for the duration of the SMART project and for the purposes of the project, and will not be
made available to parties outside the consortium, other than in processed form in the context of the
project. The SMART system will ensure the secure storage and transmission of personal data
(Principle of Security). All images and/or audio stored must be deleted one month later if it doesn't
have security utilities. All security utilities must be ordered by a judge.

* All images and/or audio signals when are converted in files format must to accomplish regulations
of LOPD (Data protection Law) as a Data file.

* Any tests to be conducted prior to the implementation or modification of SMART applications that
manage personal data shall be done with no real data (only fictitious data may be used in such
tests), unless if it assures the required security level.
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As an additional measure, the project is considering the following:

» Arecord of Incidences: The record should indicate the procedures followed to recover the data, the
name of the person who recovered such data, and the data manually re-introduced.

» Periodic audits: The personal data database shall be audited periodically by an employee or a third
independent party. The audit report shall indicate the adequacy of the security measures adopted,
deficiencies of the security measures and alternative or additional measures that shall be imple-
mented. It must also include the data, facts or comments on which such report is based.

4.3 Measures for Privacy Protection

* Volunteers participating in the field trials will have provided informed consent prior to the trial and
will be made aware of how their personal data will be used, the purpose of the data collection and
their rights with respect to that personal data.

* SMART will notify bystanders of public and private spaces employed in all data collections and test-
ing of the monitoring system. This will be implemented by posting a notice visible from all access
points to the employed area.

» Information about data collection locations and images/videos potentially capturing the identity of
captured bystanders will be stored anonymously in a secure database and will be destroyed as
soon as the study/research task is completed and in any case will be automatically destroyed at the
end of the project. Access to the database will be permitted only to authorized personnel, whose
access is controlled through secure authentication techniques (see also the Annex 2- Indication of
how any data storage and handling processes will ensure data protection and confidentiality).

* Any accidental or incidental collection of video data that might be related to personal information of
bystanders, captured by SMART monitoring system, “such as the capture of a person’s vehicle
number plate or any other personal data that might be used to identify the person, will be blurred
before being made public.

» In the case of bystanders, they will be informed that data is being collected and monitored in any
private or public space before entering into it and all data will be rendered anonymous (blurring of
faces, etc.) before any public disclosure.

4.4 Other measures
Control of ‘sensitive’ or ‘special’ data: (See section 3.2.6.1).

» ltis forbidden to generate any file with the sole reason collecting sensitive data
» The consent form must include explicitly include consent for collection of sensitive data.

Informing of data subjects (See section 3.2.6.2).

e The consent form and public notice to bystanders must include the identity of the data controller, the
purpose of data collection, any recipients of the data, the voluntary nature of data provision and the
existence of the right to access.

The right of access (See section 3.2.6.4).

»  SMART must make available and known to data subjects the mechanism for the right to access
personal data stored on them, as well as the remainder of rights related to this (right to object, right
to rectification, erasure and so on).
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5 Conclusions

In conclusion it has been shown that the SMART project has carried out due diligence in identifying the rele-
vant laws and legislation applicable to the project.

Analysis of the regulations has exposed a number of obligations which the project must comply with and a
number of rights which the data subjects have. Without negating the remainder of the clauses on the named
documentation, or indeed any other laws applicable in any project participant state, the principal issues have
been discussed, along with the implications on the project.

The project has decided on a number of measures, relating to the way data is stored and processed, and in
interacting with bystanders and volunteers which will be carried out to ensure no breach of the law. One area
of compliance, permission from the DPA has proved more complicated in practice. The initial solicitude was
rejected. The project is taking action to redress this issue.
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7 ANNEXES

7.1 DPA (Spanish)

AGENCIA il =

i SRR A DR Er
EsPAROLA DE it sTf'.’,“ﬁ"ff“" i
PROTECCIGHN 5‘ 'E | |woassem g :
DE DATOS

M Ref.: 003081/2012

Sra. D= Terasz Paula Martinez
Legal Consultant

ATOS SPAIN, 5.4, LUNIPERSONAL
Albarracin, 25

28037, Madrd

En contestacion a su escrito con entrada en esta Agencia el dia 3 ds
enero de 2012, adjunto informe elaborado al afecto por nuestre Gabinete
Juridico,

Le significo que el informe se emite en atencién a lo descrito en Ia
consulia, por lo gue no pradatanming el critedo de la Agancia en casa de gue se
hayan de tomar en consideracion otros hachos o circunslancias.

iadrid, 30 de marzo de 2042

EL DIRECTOR DE LA AGENGIA ESPAROLA
DE PROTECCION DE DATOS

.
2= ﬁ{f
s é .
Fda.: fosé Luis Rodrigiez Alvarez

D cnrfoerr kisd con e dispusste an @ Ley Urganice 1518, de 13 de dicismbre, de Proteceddn de Do
e Cardelor Personal. ga infoema que Ins dalos personeless necaserdos pars dar respiuesiz a la coasuia
plarleads han sice ingorporades al lichem "Oonsulbas” del que as rassenssbie ks Sgensia Essafiols de
Fiiuccidn de Datos, areada por i Reselikion del Dirsctor a2 Agencla de teeaa 27 de julio de 2001
{B.0E. de 17 ce agnsle de 2001} con I3 finalidss de prsoy: tramitar su o solidied v reritire i
comespondlerts informe. LY. podrd ojerciter aus derschos de aoccmso, rectficacion, ceneskaion W
cieaizlin ants ka Agenda Fspafola de Protaccian de Dalos, salks Jome Juan G, 28031 Mardris,

oy June Z530° Madd

lunes, 02 da abril de 201 2.max

et e P
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PROTECCION it
DE DATOS “

Faf. dé entrada 0030612012

Examinada su solicilud de informe, remitida & este Gabinete Juridice,
referente a la consulta planteada por ATOS SPAIM, 5.A. UNIPERSOMNAL, carmplema
informane |o siguiente:

Se consulta si resulta confarme a lo previsto en la Ley Orgénica 15/1889, de
13 de diciembre, de Proteccidn de Datos de Cardcter Personal, la  captacion de
imaganes y sonidos en lag calles da una poblacién con dos finalidades: la vigilancia
o seguridad publica v la divulgacion o difusion de noticias. Dicha divulgacion se
pretende llevar a cabo a través de intemst medlante el uso de las redes sociales o
de otras plataformas plblicas.

Seqin sefala la consulta se pretende |a instalacién en una determinada
poblacion de 4 camaras, que astarsn a |a altura de las luminarias con  micrdlonos
integrados en las mismas, en lugares muy concurridos y que estén cercanos a los
dispositivos de otras redes de sensores de mode que se pueda ulilizar la informacisn
gdicional de esos sensores. Segun indica las imagenes y los sonidos son filmados
en viva ¥ la blsgueda es en tiempo real, pero también se graban las Imagenes v
posteriormente, en caso de ser necesaria la divulgacion de imagenes o identificacion
de parsonas s& realizaria una labor de difuminado de rostias, matrioulas, ete.

Con caracter previo, debe recordarse que el derecho a la proteccion do datos
personales ha sido configurado por el Trhbunal Constitucional en su Sentencia
292/2000 como un deracho fundamental  dislinto al derecho a la intimidad, cuyo
contenido esencial segin expone dicha sentencia coneiste en wn poder de
dizposicidn v de canirofl sobre jos dalos persorales gue faculfa a fa persona bara
decidir cudles de esos datos proporcionar & un tercern, sea el Estado o un particular,
0 cuales puede este fercero recabar, i gue también permite af individua saber quidn
poses e508 dafos personslss y para qud, plidiendo oponerse 8 esa posesion o Uso,
Estos poderss de disposlcitn v control sobre los dafos personales, que constituyen
parte del contamido del derecho fundamental & la profeceion de datos se concrafan
Juridicamente en la facullad de consentic 1a recogida, ia obfancidn v ef acceso a los
dalos personales, su postarior almacenamiznio v tratamienio, asi como S0 uso o
ugos posibles, por un fercero, ses el Estado o un parficular, Y sse derecho a
consertir el conocimiento y el frafamiiento, informatico o no, de los datos personalos,
raquiare como complemenios indispensablos, por un lado, Ja faculied de ssber en
fodo moments quién dispone de esos dalos personales y a gué uso los estd
sofmeliendo, y, por otro lado, el poder cponarse a esa posesidn y usos.”

o donge A |
22001 Wi
wawanrd.as

lunes, 02 da abrl de 2012.max
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Asimismo, ¥ dado gue la presente consulta hace referencia a la posibilidad de
captar imagenes de las personas que circulan por lugares plblicos  deben tenerse
en cuenta las consideracinnes efzctuadas a aste respacto por @l Grepo de Trabajo
del articulo 29, drgano consultive indepandiente de la UE sobre proteccion de los
datos v |la vida privada, creado en virud de lo pravisto en al cilado articulo de la
Directiva 3548/CE relativa a |a proteccion de las personas fisicas en lo que respecta
al tratamicntc de datos personales y a g libre circulaclén de estos datos, en el
Dictarmen 4/2004, relalivo al tratamiento de datos personales mediante vigilancia por
videocamara,

El citado Dictamen senala gue "wna pare considerable de la informacion
recogida mediants Ja vigilancla por videocimara se refiers & personas identificadas o
identificables. que han sido filmadas mientras se anconlraban an L lugar pobileo o
ahierte al pobifco, Es muy posible gue la persona gue se encuenirs de paso se
espare disfmiar de un menor grado de infimidad, pero lo gue no se espera es verse
tofalments desprovista de sus derechos y ihertades en o gue 5o reflerz 8 su propig
gsfera e fmagen®, al tiempo que pone de manifiesto la aplicabilidad de la citada
Directiva gue garantiza a la proteccidn del derecho a |a intimidad y la vida privada,
asi como la gama mas amplia de proteccion de datos persomales en lo que respecta
alag libartades v los derechos fundamentales de les personas fisicas.

Aszimizmn, recuerda 2l Dictamen que Yambién cabe fener en cuenta aoui &f
derecho a la ibre clroulfacidn de 1as personas gus s encueniran en of tanitoro de un
Estado de manaera legal, o gue s contemnpla en ef aicwlo 2 del Protocolo Adicional
n® 4 del Convenia Eurapes para fa Proleceldn oz los Derechos Humanos i e Jas
Liberdades Fundamenialos.

Dicha Wbertad ds cicuacidn S8 pueds estar sufsta & resficcionss
necezarias en une sociedad democrdfica v proporclonales a la consecucion de fines
espaciicos. Los nferesados fisnen derscho a gfercer su derscho a fa iibre
circulacion sin verse somefidos 8 un condicionamiento psicoligico exceshvo an
citantn a sps movimientos a4 conducta Vv oain ser ofysdn da oo confrol defatfacdo,
como fa posibifidad de que se slgan sus maovimientos o se disparen «alarmass
basadas en programas informadlicos gue winlerpretans oe manera awlomatica la
conducta  supuestaments  sospechosa de un indididuo, sin ningiin tpo da
intervencidn humana, a causa de la Wilzacion desproponcionada de fa vigilencia por
videocamara por parte da varias enfidades en diversas lugares pobiicos o abisrics af
plbfico.”

1]
Con carécter general debe indicarse que los articulos 1 v 2 de la Ley Organica

1511999, exienden su proteccion a los derechos de los ciudadanos en lo que se
refigra al tratamiento de sus datos de cardcter personal, siendo definidos éstos en &l

e, Jomgs Juan a
N Bwleid ¥
Wi p o eg

lunes, 02 da abrl de 2012.max
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articulo 3.a) de la citada Ley como “cualguier informacidn concernisnte a personas
fisicas identificadas o identificables.”

El articulo 5.1 del Reglaments de desarrcllo de la Ley Organica 15/1995,
aprobadn por Real Decrato 172072007, de 21 de diciembre, precisa que constituye
un dato de carhcter personal “Cualquier informacin numénica, aifabética, grifica,
fotografica, aclstica o do cualquier ofro fipo concemiente a personas fisicas
idenlificadas o idanfificables, "

En consecuencia, tanto |a imagen como la voz de una persona idantificada o
identificable constituyen datos de caracter personal, por Io gue si tratamiento estd
sujeto a lo previsto en la normativa de proteccion de datos. Asimismo, conforme a la
definivion del arlfcule & arba transcrlto, esa calificacion se extiende a otras
informaciones, como las matriculss de los wehiculos que circulen por la calle, qua
igualmente serian captadas con las camaras. En este sentido, el informe de esta
Agencia de & de febrero de 2007 recordaba el camcter de dato persanal que las
matriculas de vehiculas pusdsn lener v, en consecuencla, la sumisicin a |a Lexy
Omanica 1519989 del tfratamiento do dicho dato. Se sefalaba en el rmismo U,
siguiendo el criterio sustentado por las distintas Recomendaciones emitidas por &l
Comité de Ministros del Consejo de Ewropa, en las que se Indica gue la parsona
debers considerarse identificable cuando su identificacisn no requiers plazes o
sctividades desproporcionados, debe concluirse  que las placas de matricula
constituyen un dato personal por reunir dichas caracteristicas, va gue la
idantificacion del titular da los vehleulas cuya matricula ses eonocida, Unicamenle
exigira la consulta del Registro de Vehiculos, al que se refiere el Reglamento
General de Vehiculos, aprobado por Real Dacreto 2822/1908, de 23 de diciembre,
cuya finalidad esencial es la identificacién del titular, para lo cual Gnicemente serd
nacesana la invocacion del inlerés legitimo del solicilante.

Debe asi tenerse 2n cusnta que tanto la ceptacion en vive como la grabacion
do dichos detos o cualguler otro concemiente a personss identificadas o
Identificables constituyen un tratamiento de datos de caracter personal, tal ¥ COmo
digpone el aticulo 3 do la Ley Organica 151999 al definir éste coms “las
operaciones y procedimientos tecnicos de cardcter aufomatizado o ne, gue permitan
ia recoglds, grabacion, conservacion, elaboracién, modificacion, blogueo y
cancelaciin, asi como las coslones de dafos que resuifen de comunicaoioncs,
consultas, mterconexfones y fransferencias.”

En aplicacitn de la normativa de proteccién de datas, para que la captacion
de dichos datos sea licita serd preciso que se encuentre legitimada en la forma
prevista en o artfouls 6 de la Ley Organica 15/1998 conforme al cual "e! irslsmiento
de los dalos de cacicter personal requerrs el consentimiznto inequiveco dal
afeciado, salvo que fa Ley dispongs ofra cosa.”
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Debe sefislarse que dada ls imposibilidad en la préactica de obiener el
consentimiento de las personas que transitan por las calles cuyos datos son
captados por las cémaras al pasar, ests Agencia ha venido considerando que la
legitimacién para dicho tratamients debe encontrarse &n una noma con rangn de
Ley, de manera gue no existiendo una Ley habilitadora dicha tratamiento constitulra
una vulnsracion de o previsto en la citada Ley Qrganica,

En lo que s refiere a la visualizacldn v grabacién con videocdmaras de datos
de personas flsicas Kentificadas o identificables en las vias plblicas, dicha
legitimacion viene restringida al supuesio de videovigilancia, debiendo tenerse en
cuenta gue la instalacién de cémaras en las vias plblicas con fines de
videovigilancia solo estd permitida cuando es realizada por las Fuerzas y Cuerpos de
Seguridad, en los términos establecidos en la Ley Organica 471987, de 4 de agosio,
por la que se regula la utiizacién de videncamaras por las Fuetzas y Cuernpos de
Seguridad &n lugares plblicos v su Reglamento de dasamollo, aprobadao por Raal
Decreto H06/1999, de 16 de abril.

Gicha instalacion de camaras con fines de videovigilancia sc encucntra sujcta
a muy estrictos requisitos de los gue agui cabe mencionar los relatlivos a su
autarizacion, reguiados en el articulo 3 de la Ley $109887 que dispone lo siguiente:

1. La lnstafacin o8 videapgmaras o de cuglguier madio fagnicg andlogn an
fos trminos ool arffcife 1.2 de la presente Ley estd swjefe &l régimen de
suiorizacion, gue e olorgars, en sU caso, pravio informe de un drgano colegiado
prasidide por un Magisirado v en cula composicion no serdn maveria los miembros
dependienfes de la Administracion aworzante.

2. Las insfalaciones fijas de videocdmaras par las Fuerzas y Cuerpos de
Seguridad def Estado y de las Corporaciones Locales serdn aulorzadas por el
Devagado del Goblarme en la Comunidad Auldnoma da gue se trate, previo informe
de una Comision cuya presidencia corresponderd al Presidente del Tribuns! Superior
de Justicie de la misma Comunidad, La composicion v funcionamientc de g
Comisitn, asl como la participacitn de los municipios en ella, se deferminardn
reglamentariameante.

3. No podra sutorizarse la instalacion fija de videocamares cuando el informe
de la Comisidn prevista en el apartado 2 de esfe arlfculo esiime que dicha
instalacidn supondra una vulneracion de los criferios establocidos en el articulo 4 de
la presente Ley Crgdnica.

4. La resolucion por la gue acusite la auforizacion deberd ser motivada v
referida en cada caso al lugar pablice concreto qua ha de ser objeln de observacion
por ias vidzocamaras. Dicha resolvcion confendrs también lodas las limitaciones o
comdiciones de uso necesattas, en parfictlar fa probibicion de lomar sonfdos,
excepto clannlo concurra un Hasgo concreto ) preciso, 881 como las raferentes d 1a
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cualificacion de Jas personas encargadas de fa explolacisn del sisterma de
tratamiento de Imégenes y sonidos y las medidas a adoptar pars garantizar af
rmspelo de las disposicionss legales vigentes. Asimismo  deberd precisar
gencricamante el 4mbito fisico suscepfible de ser grabado, of oo de camara, sus
especificaciones tdcnicas v la duracitn de la autorizaclén, gue fondrd una vigencia
maxima de uh aifo, a cuyo términa habrd de soliciiarse sy renovacion.”

Los criterios de autorizacion se encuentran en el articula 4 de |a norma segln
el cual "Para autonzar fa instalscion de videocémaras se tendran en cuents,
conforme &l pritcipio de proporclonafided, los siguieniss crifarios; asegurar la
protaccion e los edificios e insialacionss pobfices v do sus sccesos: salvaguardar
fas Insfalaciones dfifes para fa defensa nacional! constatar infraccionss a fa
seguridad ciudadana, y prevenir ia causacin de dafios a las personas ¥ higmes, "

- Exiga ademas dicha nonmaliva que se adopta un chterio de proporcicnalidad
&n s utilizacion, disponiendo en su artfculo 6 gue:

"1 La wlilizaciin de videocdmarss estard prosidide por s prnciplo de
proporcionalidad, en su doble versidn de idoneidad ¥ dle Infervancic rinirma,

< La idoneidad determing que solo podrs emploarse o videocamsra cuands
resulte sdecuado, en uma sitvacion concreta, para el manterimienta de la seqguridad
ciudadana, de conformidad con lo dispussto en esta Lay.

3. La infervencion minima exige la ponderacion, en cada caso, emire fa
finalidad pretendida y la posible afectaclon por la wilizaclon de fa videocdmara al
deracha al honor, & fa propia imagen y a la inlimidad de las porsonas.

4. La ulilizacidn de videocamaras exiglrd la exisfencia de un razonable resgo
parg I saguridad riudadana, en o caso da las flizs, o de un poligre concreta, e el
caso de las mavies,

. Mo so podrin utilizer videocémaras para lomar imsgencs ni sonidos del
interior de las viviendas, i de sus vestfbulos, salvo consentimiento del fituiar o
alfonzacion judiclal, ni de los fugares incluidos an &l articulo 7 de esta Ley cuando
g0 afecte de forma diracls y grave a la inlimidad de las personas, asi como lampoco
para grabar conversaciones de naturslaza sstriclaments privada. Las imdgenas y
sonidos obtenidos gccidentalmante en estos casos deberdn ser destruidss
inmediatamente, por quian tanga ls responsabilidad de su custodia,”

Uno de los de los aspecios esenciales del tralamiento de datos caplados por
las camaras por parte de las Fuerzas y Cuerpos de Seguridad ss el da Ia finalidad de
las grabaciones, determinada en el articulo 7 de la Ley 4/1997, seqln el cual
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1. Realizada fa fimacidn de acuerdo con los requisifos establecidos en la
Ley, & la grabacion captara la comision de hechos gue pudiaran ser constiiulivos ds
fiicifos penales, las Fusrgas v Cusnpos de Seguridad pondran la cinfe 0 soporfs
original de las imegenss y sonidos en su imtegridad a disposicidn judicis! con la
mayor inmedialzz posible v, en lodo caso, en el plazo meaximo de seferta v dos
foras desde su grabacicn. De no poder redactarse &f atestads an ol plazo, se
relatardn verbalments los fhechos a fa autoridad judicial o af Ministero Fiscal, junio
con la entrega de la grabacion,

2. & la grabacidn capfara hechos gque pudizran ser consfitutivos de
infracoionss sdminisfrativas relacionadss con la segquridad ciudadana, se remitivdn al
drgano  compefents, iouaimenfe oe hmadiafo, para &l fnicio  del opoduno
procedimiento sancionador,”

3i las imagenes grabadas no captan hechos constitutivos de ilicitos penales o
infraceiones administrativas deberan ser destruidas, tal v comao dispona al articulo 8
de la Ley, a cuye tenor *7. Las grabaciones serdn destruldas en el plazo méximo de
un mes desde su capfacion. sslvo gue esfen relacionadas con Nfm@mociones penales
0 adminiafrativas graves o Ty greves en materia de gegunidad pablics, con ung
investigacitn policial en curse o con un procedimiento judiclal o adminisirativo
abierfo.”

For dltimo, cabe resefiar que al nimaro 2 de dicha artfculo & recoge un deber
de secreto on relacicn con las mismas al disponer qua "Cualguler persona dus por
razdan del efercicie de sus funclones tengs dcceso & las grabaciones deberd observar
e debida resena, confidencialidad v efgifo en relacitn cof les mismas, siendole de
aplicacién, en casa contrarie, fo dispuesto en ol articulo 10 de fa presenie Ley.”

For su parte al articula 10 safala que “Cusnde ne hays losr a exigir
responsabilidadss panales, las infracciones a lo dispuesio on fa presente Loy sordn
sanciohadas con amegic al ragimen discipfinario comespondiente a los infraciores .
er su defecto, con suecion al regimen general de sancionss en matena de
Iratanienio avfomalizado de daios de caracier personal”

De este modo, fa instalacion de camaras en los espacios plblicos  gue
vigualicen o graben a las personas gus por ella transitan, con fines do videovigilancia
solo s2 encusntra legiimada por lo previsto en la Ley Orgénica 41997, que
encomisnds exclusivamente a las Fuerzes y Cuerpos de Seguridad, con los
requisitos vy limitacionas recogidos en dicha Lsy Organica y su normativa do
desarrollo y con la Onica finalidad de pussta a disposicion de la autoridad judicial o
administrativa de las imagaenes captadas cuando constituyan un idlicito penal o
administrative, debiends destruirse las restantas.

Enconsacuencia, el consultante caress de legitimacion alguna para procedar
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a Ia captacidn de datos de personas fisicas identificadas o identificables en espacios
publicos con fines de videovigilancia,

La consulta Indica que olra posible finalidad de |a captacién de los datos en
las vias plblicas seria la de la difusion de noticias, A este regpecto debe tenerse an
cuenta que el catdlogn de supuestos legitimadores del fratamientc se ha visto
ampliado por la Bentencla del Tribunal de Justicia de la Unidn Eurcpea de 24 da
noviembre de 2011, por la que se resuslven las cusstionas prejudicialos planteadas
per el Tribunal Supremo en los recursos interpuestos contra el Reglarmente de
desarrclio de la Ley Organica 15/1998. A su vez, el marco se ve igualmenta afectado
por lag Sentencias dictadas por el Tribunal Supremo en fecha 8 da febrero da 2012,
por las que se resualven los mencionados recursos,

La Sentencia del Tribunal de Justicia ha dedlarado expresaments &l efacto
direclo del articulo ¥ f) de la Directiva B5M4BICE, sagun &l cual "Los Estados
rmiembros dispondrin que ef fratamienfo de datos personales sdfo Pusds efactuarse
i (..) es nocesado para la sefisfaccitn del inferés legftimo persaguide por af
respanisable del fratamienio o por af tercero o torceros a los que sa comuniguen los
dafos, siompre gue nn prevalezca el interés o log derechos v liberdsdes
fundarmentales del intaresado que requieran proteccion con arregio af apatada 1 del
articulo 1 de la presante Directiva™. Por ella, dicho precspto deberd ser tomada
diractaments en cusnta en la aplicacidn de 3 normativa de protecoion de datos de
cardcter personal por los Estados Miembros, ¥ BN consecuencia por esta Agancia
Espanula de Proteccion da Datos, dado que como sefiala el Tribunal Supremo en su
sentencla de 8 de febrero de 2012 ‘produce efectos juridicos inmediatos sin
fecesidad de nommas nacionales para sy aplicacion, ¥ gt por eflo puede hacerse
valer ante las aulordaces administrativas v judiciales cuando se observe su
lrasgresian”,

Tal y como recuerda la Sentencis del Tribunal de Justicia de la Union Europea
en su apartado 38, al atlculo 7 f) de la Directiva “estsblece dos requisiics
acumulativos para que un tratamiento de datos personales ses licita, & saber, por
una parta, gus ese fralamiento de dalos personales ses pecesario para &
salisfaccion dal interés legitimo perseguida por sl responsable del trafamienio o por
el fercero o ferceros a l0s gue sa comuniguen los dalos, ¥, por ofra parte, qus ne
prevalezcan los derechos y fibertades fundamentales dal intaresado” ¥, en relacion
con |a citada ponderaclédn, el apartade 40 recuarda mue la misma “deperdard, an
principio, da fas clrcunstancias concretas del caso particular de fua se traie 1 oen
cuyo marco la petsona o institucion gue sfectide la ponderacion debers tener en
cuenta la impotlancia ds fos derschos que Jos articulns 7 v & de fa Cara de log
Dgrachos Fundamentales de la Unidn Europea confleren al infarasade”
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Por este motivo, |8 sentencia sefiala en su apartadoe 48 que los Estados
miembras, 8 A hora de adaptar su crdenamiento juridico a la Directiva 8570446,
deberan "procurar basarse en una intempretacion de ésta que les parmita garantizar
un justo equilibric entre los distintos derechos v ibertades fundamentales protegidos
por &l ordenamiento uridico d= @ Unlén®, por o que, confarms a su apartado 47
‘nada se opone 2 gue, en gjarcicio del margen de apreciacion gue les confiera &l
articulo 5 de la Directiva 95/46, los Estados miembros establercan los principios que
deben reqir dicha ponderacian”.

Teniendo en cuenta lo anterior, cabria examinar si la captacion de Imagenes v
sonidos an la forma sefialada en la consulta con la finalidad de difusidn da noticias
podria encontrarse amparada en la libertad de informacion recogida en el articulo 20
de |a Constitucidn que dispone en su epigrafe 1, apartados a) y d):

*1. Sa reconocen Y orotegan los derschos;

a) A axpresar v difundir loremente los pensamientos, ideas y opiniones
mediante la palabra, &l gactito o cualgursr olfo medo de reproduceidn.

[t

dp A comuricar o recibir ibfemente Informacian veraz por cualfuer madic de
cifusidn, La ley regulard o derecho a la cidusule de conciencia y al secreto
prefesions! en ef efercicio de estas ibardades.”

En este sentido la propia Directiva  95M46/CE del Pardamenta Europeo v deal
Conssjo, da 24 de octubre de 1895, relativa a la proteceiin de las parsenas faicas
anlo que respecta al tratamiento do datos personales y a la libre circulacion de estos
datos, dispone en su arliculo 9 que  “en fo referenle al iratamiento de datos
parsonaias con fines axclusivaments parodisficos o de exprazion arfistica o fiteravia,
Ins. Estados miembros estableceran, respecto de fas disposiciones del presente
capifila, el capftwo IV v del capliufo W, exenciones | excepcionas 380 en la
medids en gue resuiter necesaras pars conciliar of derecho a fa intimidad con jas
normeas gue ngean fa Mhedad de sxprasian”

El legislador espaficl ne ha establecido una prevision similar a la establecida
par el ardicula 8 de la Directiva 95/46/CE. Mo obstante, la resalucion del conflicta
entre log derechos reconocidos en los articulos 18 v 20 de la Constitucion ha sido
chiele de rellerado andlisls por la jursprodencla del Trbunal Constitucionsl,
sentando come regla genaral la dectrina emanada del citade tribunal que el segundao
de Ing derechos citados prevalecard en aguélios supuestos an los que la informacion
cbjeto de publicacién sea, por una parte, veraz, v por ora resulie de relevancia
pdblica, siendo de inkerés general las materias & las que |3 misma se retiers y |a
relevancia da |88 personas a las que 18 misma se refiere.

En particular v en lo gue al derecho a la propia Imagen se reflere, resulta de
aspecial interés la doctrina sertada por el Tribunal Canstitucional en el marco de
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proteccion establecido por [a Ley Organica 1/1882, de 5 de mayo, de Proteccian Civil
del Derecho al Honor, a la Intimidad Personal y Familiar v a la Propia Imagsan,

Asi la Sentencia 81/2001, de 26 de marzo de 2004, pone de manifissto el
contenide  esancial de dicho derecho declarando que “En sy dimension
constitucional, el derecho a la propia imagen consagrsdo en ol an. 18.1 CF sg
configurs como un derecho de la personalidad, defvado de la dignidad humana ¥
dirigido a proteger la dimension moral de las personas, que atnbuve a su titilar un
derecho a determinar ls informacidn grafica generade por sus rasgos fisicos
parsonales que pusde tafter difusion publica.

(-../La facullad oforgada por este derecho, en tanio gue derecho fundarmental,
consiste en esencia en impedir la obfencidn, reproduceion o publicaclon de la propia
imagen por parfe de un tercern no autorizads, sea cual ses la finalidad -informativa,
comarcial, clentifica, culfural, efc.- persegulda por guisn la capla o difunde. Asi
pues, fo que se pretende con este derechs, en su dimensin constitucional, es que
los individuos puedan decldir qué aspectos de su persona dessan presenar de la
difusion pibiica, & fin de garantizar un dmbito privative para ef desamolio de la propia
persunaidad ajeno a inferencias exfernas.

Por supoasto, al igual que sucede con fos demds derechos, of doracho &
propla fmagen no es ahsoluto. Como todos os derechos encuenira limites en ofros
derechas y biehes constitucionalss v en este coso, vy pariculanmente, en &l
deracho & la comunicacian de informacién v en las liberades de sxpresicn ¥ e
creacian arfisiica. "

En cuantn a la conerecion de esos Hmites cabe recordar en primer término los
fijades por la propia Ley Orgénica 111982 en su ariculo 8.2, sequn el cual -En
particular, el derecho a la propia imagen no impedirg:

al Su captacion, reproducsion o publicacion por cualguier medio cuando =a
trate de personas que ejerzan un cargo publico © una profesion de
notofiedad o propecnion publica v ka imagen se capte durants un acto
putiico o en lugares abierfes af poblico.

0l La utlizacion de la cancaturs de dichas personas, de acierdo con e uso
sacial.

g} La informacin gréfica sobre un suceso o aceecimiento piblco cusndo i3
imagern de wna persona  determinads  aharefra  como  marsments
= ey e

Las excepeiones conternpladas en los parrafos a) y b) no serdn de aplicacién
respecte de lag qulonidados o porsonns gque desempeden funciones que por su
haturaleza necesiten ol anonimato de la persona que Jas sjorza,” (El subrayado es
de la Ageficla de Frotecridn de Dalos)
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lgualmente, e Tribunal Constitucional se ha pronunciade en  diversas
ocasiones schre dichos limites, razonaba asl  la Sentencia 156/2001 “La
detenminacién oe esfos imites debe efecfuarse tomando en consideracicn fa
dimensldn tefecldglca del derscho, y por esta razdn hemos canslderade que debe
salvaguandarse of imerés de la persona en ewvitar la caplacion o difusion do su
Imagen &in U awlodzacién o sin gue exisian elrcunslancias qus lsgifimen &8
intromisidn. De ahi gue hayamos sostenido gque "e captacion y difusion de ls imagen
oel st adic serd admisibls cuanda fa propia -y previa- cohducta de aqual o las
citcunstancias 6n 1as gue &6 encuenire inmerso, justifigusn el descensc de las
barreras de resarva para gus prevalezea e inferds ajenc o el pablico gue pusdar
cofisionar con aguél” (STC B8/1954, FJ 5,

Festlta, por fanto, que ef derectio g fa imagen se enclentra delimitado por ia
propia vofuntad del ffular del deracho que es, en prncipio, a quien coresponds
deaidir sf permife o o {8 caplecion o difusidn de sy magesn por Lo fercero. No
abstants, como ya se ha sefalado, existen circunstancias gue puadan conllevar guea
la reqgis envnciada ceds, 1o gue ocurrirg en los casos en fos que exisia un interés
pobiico an la captacion o difusidn de fa imagen ¥ esle infords pablico se conaidferng
constifucionafmente pravalents &l inferés de fa persona en evitar fa caplacion o
difusion de su imagen. Porallo, cuando esle derecho fundamental entre en colfaldn
con offos biones o doroches constitucionalmante protegidos, debordan pondorarsc os
distining infereaes anfrenfados v, atendiendo a fas circunatanaias concrelas de cads
casa, decidic gué inferés mercce mayor proteccion, s el interds ol itilar de!
deracho & la imagen an gua sus reeqos felcos no se caplen o difundan sin su
consentimiento o ol inlergs publico on o captacion o difusion de 50 imagen,”

Da sete modo, &l alcanoe de los requisitos exiados por |la junsprudancia
constitucional para entender prevalents gl derecho a la libertad de informacion sobre
el derecho a la proleccldn de dates deben interpretarse coherentements con o
dizpuesto en el arlcule 9 da |a Directiva 95/46/CE, qua yva sa ha raproduckls; as
deair, esta prevalencia se debe fundar en excepciones a la aplicacion de las nonmas
de protaccion da datos “safo an fa medida en que resuitsn recesaras para conciliar
el derecho g fa infimidad com las nomas que rigen la libentad de exprositn”,

En este sontido, v expresandonos en la terminologia establecida en la Lay
Crrganlca 151988, las excepcionss a la aplicacion de dicha norma deben anienderse
como manifestaciones del principio de proporcionalidad, consagrado por el articulo
4.1 de |a Ley Omgéniza, & cuya tenor "Los datos de caracter personal sdlo se podran
recoger para s tratamiants, asf como somelerfos a dicho lratamiento, cugndo sean
adecuados, pertinenies y no excesivos en relacion con el ambito ¥ fas finalidadss
determinadas, explicifas v legitimas para jas gue s& hayan obtenido’

De lodo |o senalado cabe concluir que para captar y postericrmente difundir la
woF 0 imagenes de personas |dentificadas o identificables en cualguisr madio,
incuidas las redes sociales, =in recabar gl consentimiento de Ios cludadanos
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afectados, es preciso que la informacion publicada tenga ralevancia plblica, esto es,
que se den las circunstanclas constitucionalmente previstas para que la libertad de
informacién prevalezes sobra al derecho a la proteccién de datos,

En el presente supuesto no nos encontramos ante la caplacion de voz o
Imagen en el ejercicio de la libertad de Informacién cuands se produce una noticia,
sino que se pratende proceder a una visualizaclén v grabacion continuada da un
determinado espacio pdblico por el que transitan Ios ciudadanas, con la finalidad de
captar, en el hipotético caso de que se produjera, un hecho noliciable por o gue
dicho ratamiento no puede encontrar amparo en le previsto en ol aiculg 7.0} de la
Lirectiva 95/46/CE al resultar, de una parte, desproporcionade para la finalidad
legitima de ejercicio de la libertad de informacion v, de otra, vulnerador de otros
darechos fundamentales como los relativos a la intimidad ¥ propla imagen a incduso
Bl de la libertad de ciculacion de lbs cudadancs, afectando aspecialmenta g
fuienes residen o tmbajan en el drea en que se produce |a captacion de imagenas o
acuden a ella habitualmente al procederse a un control injustiicado de sus
maovimientos.

v

Se consulta, asimismo, si el dituminado de los elementos identificativos de |a
personalidad tras la grabacion de las imagenes determing que éstas no resulten
datos de caracter personal ¥ en consecuencia quada excluido su lratamiento de las
prescripoiones de |a Ley Organica 15/12499,

Cabe recordar a aste respecto, que el artloulo 3 de la Lay Orgénica 15999
define el tratamianto de datos como “fas eperaciones v procadimisntos #enicos de
caractor automalizedo o ne, que permitan fa recogids, grabacidn, conservacion,
glaboracion, modificacion, blogueo v cancelacion, asf como las cesionss de datos
qua resulten de comunicaninnes, consullas, inlerconexiones y iransferencias.”

De este modo no sclamente la difusion de los datos  sino la visualizacion o
grabacion da los mismos consliluyen un tratamisnto de datos personales, gue exige
igualmente el consentimienta de los inleresados o, en su defecto, encontrarse
armparado en alguno de los supuestos de lagitimacién contemplados en la normativa
de proteccion de dates y que. come ya se han analizade, no resultan de aplicacion al
presente caso.

Mo obstante, ne resultaria de aplicasion la Ley Orgénica 1501999 sn al
supuesto de gue los datos captados con las camaras no permitieran la identifeacicn
de las personas. De este modo, solo serla posible |a visualizacidn o grahacion de
espacios pablicos por los que circulan las personas o vehiculos pretendida par al
consultante cuande no se graben sonidos v no resulte posible la lectura de las
matriculas o la ldentificacion de las personas. va sea por |2 distancla con la qua se
toman las imagenes o ulilizando parametros digitales que Impidan discarnir rasgos
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faciales v ndrmeros de matricula. En este sentido, esta Agencia ha venido sefialando
la posibilidad da toma de imaganes pancramicas, asl indicaba el Plan Sectorial de
Oficio sobre videocdmaras en Internat  gue “La caplscion de imagenes de palsajes o
panardmicas, en la medida en que no penmifan ideniificar a las personas cuya
imagen pueda ser caplada quedara fuers del dmbito de splicacion de fa nommativa
de profeccion de datos.

En definitiva, en tanto el consultante carece de legitimacidn para 1a captacion
en las viss pdblicas de sonidos e imagenss de personas identificadas o
identificables, no podrd proceder a caplar voces de las persocnas que por ellas
transitan ¥ solamente podra visualizar o grabar imagenes de las mismas si yva an la
propia caplacion, ¥ no en un proceso posterior, dichas  personas no resultan
identificablas.

v

Sa consulla también si es posible la captacion de voz & imagenss en lugares
cemados y privados, entendiendo esta Agencia que cen clle se frata do reforirse of
consulfants a espacios privados de uso publico, tales como locales de ocio, centros
comerciales, eto.

D conformidad con o establecido en el articulo 6 antes transchite de o Ley
Organica 151909, |5 legitimacidn para captar imagenes de perscnas identificadas e
identificalles que a8 ancuantran an dichos espacice exigs &l conesnlimente de fas
personas que se encuentran en dichos espacios, que, iguaimente, resuliard
practicamente Imposible de oblener o la existencia de una Ley gue habilite dicha
captacién, tenisndo en cuenta que la legitimacidn para el tratamisnto fundada =2n lo
previsto en el articula 7.f) de la Directiva 9546/CE resulta  inaplicable también en
este caso por las mismag rezones antes expuestas,

En &l marco de los aspacios privados de uso plblico, sus propietanos o, en su
caso, sus poscedores por cualguier titulo legitimo tienen |a facultad de caplar
imagenes con fines de videovigilancia, encontrndose dicha habilitacion en la Ley
231992, de 30 de julio, de Seguridad Privada, en particular an su artlculo 5, cuya
reforma, operada  por la Ley 252000 de 27 de diciembre, de modificacion de
diversas leyes para su adaptacidn a la Ley sobre &l libre acceso a las actividades de
senvicios, elimina la exigencia, anteriorments resultante de |a interpretacion conjunta
da dicho precepto con el Reglamento de Segurdad Privada, aprobado por Resl|
Pecretn 286411894 de 8 de diciembre, de que la instalacion de las cémaras fuese
realizada por una empresa de seguridad gue previaments hubiese cumplido con
todos los requizitos legalmente establecidos, salvo en el supuests en gue las
rAmaras sa enciientren conectadas a una cantral dea alarmas

La captacién de ims#genes con camaras de videovigilancia en éste ambito se
ensuentra sujeta a lo previsto en la Ley Organica 19/1999, o su Reglamento de
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desarrcllo aprobado por Real Decreto 1720/2007, de 21 de diciembre, v a la
Instruccian 1/2006, de 8 de noviembra, de la Agencia Espafola de Profecoion de
Datos, sobre el tratamiento de datos personales con fines de videovigilancia a traveés
de sistemas de camaras o videocamaras.

Bin perjuicio de la exigencia de ofros requisitos, debe destacarse en el
prasente Informe respocto de la caplecian de imAgenes con fines de videovigilancia
&l principio de proporcionalidad en dicha captaciin.

Dicho principio se recoge en ¢l artlculo 4 de la Ley Organica 15/1890 3 cuyo
tenor ‘Los dafos de cardcter personal 20lo =0 podran recoger para su frstamionto,
asl gormo someterlos & dicho tratamisnto, cuando sean adecuados, perinentss v no
sxcesivos o relacidn con el ambito y las finalidades determinadas, explicias y
legitimas para las gue se hapan oblenido.™

La Instruccion 1/2006 de la Agencia Espafiols de Proteccitn de Dalos, hace
espacial referencia g dicho principio al sefialar "B/ marce en que 52 mueve la
presente Instruccidn es cfaro, La seguridad v la vigilancia, elementos pressnies sn
la sociedad actual, no son incompatibles con ef derecho fundamental a la proteceicn
do fa Jmagen como dalo personal, lo gue en consacusendia exige respelar la
normative existente en matoria do profeccidn de delos, para de esfa maners
mantener fa conffanza de la ciudadania en el sistema demograticn,

Fir relacion con o instsfacidn de sistemas de videocdmaras, serd hecesaro
ponderar los bienes jurfdicos protegidos. Por tanito, loda instalacion debara respetar
&l principio e proporcionalidad, fo que on definiifva supone, siempre que resulis
posihla, adoptar ofrog medios menos intrusivos a la infimidad de lag personas, con el
fir de  prevenic jnterferencios  njusiifcadas en los derechos v liberfados
fundamenlaies.

EN congecuencia, e uso de camamas o videocdmaras no debe suponer el
media inicial para levar a cabo funclones de vigilancia por io que, desde un punto ds
vista objetivo, la uvlilizacion de esios sistemas debe aesr proporcional &l fin
perseguid, gue en fodo caso debard ser legifima.”

En la concrecién de ese prncipio de proporcionalidad g2 encontrecd en odo
caso &l derecho a la infimidad, honor y propia imagen de las personas de forma que
resultarsd desproporcionads la caplacion de imdgenss que piedan sfeclar 8 dichos
derechos o la escucha o grabacin de contversagiones. Cabe asi recordar que la | ay
Crganica 11882, de 5 de mayo, de Proteccién Civil del Derecho al Honaor, a la
Intimidad Personal v Familiar v a la Propla Imagen, dispone en su articulo 7 que
“Tendrdn la consideracidn de infromisiones idegitimas en &l dmivlo de proteceion
deflmitado por el arficulo segundo de esta Ley:
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Uno. Bl emplazamicnto en cualouier fugar de aparatos de escucha, oe
fifmacion, de disposifivas dpticos o de coalguier offo medio apfo para grabar o
raproducir la vida Infima oa las parsonas.

Doz, La uliizacion de apurafos de escocha, disposifivas dolicos, o de
cualguiar ofro. medio para &l conocimianfa de la vida infima de las personas o da
manifestaciones o vartes prvadas ne desfinadas @ gquien hags use de fales medios,
asi como su grabacian, regisiro o reproducaion.”

Dsbe recordarse que olro de sus limites viens dado por la prehikicidn de
captar imagenes da las viss piblicas, gue como se ha sefalado con anteroridad
solaments puede |levarse a cabo por las Fuerzas v Cuerpos de Sequridad en el
marco de 1o estabilecido en la Loy Organica 41897,

Asimisma, las imaganes captadas con fines de videovigilancia, astan sujetas
al principio de finalidad recogido en el articula 4.2 de la Ley Organica 151850 segin
el cual “Los dafos de cardcier parsonsl obisfo de trafemiento no podrén ysarse para
finalidades incompaiibles con agquelias pars las gue los datos hubleran sldo
recogidos”, Debe aclararse agui gue la Audisncia Macional pariendo da una
interpratacion sistematica de este precepto viene considerando la expresion
“finalidades incompatibles” como sindnimo de "finalidades distinlas™.

Slendo la finalidad de |a videovigilancia en lugares privados de yso plblico la
mistma que para los espacics publicos, esto 68 la puesta a disposicion de la policia o
de la autoridad judicial de las imagenes que havan caplado |a comision de un delito
0 de la comespondiente autondad administrativa i se trata de una infraccion
administrativa, la utilizacion con cualguier otro fin de las imagenss por parte del
responsable resultard contraria a lo previsto en la Ley Organica 1571999, salo que
dicha utilizacion venga legitimada en lo previste &n ofra norma can rango de ley o en
el consentimlenta de los afectadas por el tratamiento de su imagen.

Por otra parte, la comunicacion de las imagenes por parle del responsable del
fichera a parsona distinta constituye una cesion de datos de caracier personal,
definida en £l aticulo 3 i} de |la Ley Omanica 1519099 coma “"Tods revelscidn de
dafos realizada a Wna parsona disfinta del nferssado’. La misma calificacion  tendra
la difusian de las imagenss sea por intemet o cualquier otro medic.

Tal cesion debe sujetarse al régimen general de comunicaciin de datos de
caracter personal establecido en el articulo 11 de la misma Ley, donde se establece
que la misma solo punde verificarsa para el cumplimientn de fines directameante
relacionadas con las funciones legiimas del cedents v cesionario y exige para que
puada taner lugar, al pravio consentimiento del interesado (articulo 11.1), olorgado
con cardeter pravio a la cesion y suficientemente informado de |3 finalidad & que se
destinaran los datos cuya comunicacion se autoriza o el tipo de actividad de aguél a
quien s& pretenden comunicar (articuls 11.3), ¥ que debe recabar el cedente como
responsable del fichero que contiene los datos gue se pretenden ceder.
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La cesidn de datos sin consentimiento de los afectados constituira una
vulngracion de lo previsto en la Ley Orgénica 15415899, salvo que pudiera ampararse
en alguna de las excepciones a la necesldad de consentimients recogidas en el
numere segundo del articule 11 de la misma Ley. De este modo, solo queds
amparada en lo previsto en el citade articulo 11 |a comunicacion a las autoridades
policiales, judiciales o administrativas correspondientes.

Vi

Rasumiendo lo hasta aqul expuesto cabe sefialar los siguientes principlos en
esta materia que han venido exponiéndose en los diversos informes de esta
Agencia:

La ley Orgdnica 15/1809, de 13 de diciembre, de Proteccion de Datos de
Caracter Parsonal extiende su proleccidn a los datos de o personas fisicas
identificadas o identificables, ello incluye tanto la vor coma la imagen de las
personas y las matriculas de los vehiculos, asl como cualquier otro dato que pueda
resultar identificativo de ésias. En este sentido, esta Agencia ha sefalado gueg no
resulta contraria 4 la misma la instalacién de cémaras que s limiten a la toma de
imagenes panordmicas, en cuanto éstes no cagten dates de personas identficadas
o idenfificables en los términos vistos,

La Ley organica 15/1998 se aplica no solamente a la difusion o cosién de |as
imagenss, cualquiera que sea el medio por al que = lieve a cabo. sina igualmentes a
su captacion, siendo preciso que dicho tratamiento cusnte con la correspondiants
legitimacion gue en el presente supuasto, par la propia naturaleza del fralamiento,
no puede fundarse en el gonsentimients, ni en el interés legilima &8 que hace
referencia el ariculo 7.f de la Directiva, por lo que solamente serd posible an &l caso
de gue exista una Lay habilitanta

La habilitacion  para caplar imagenes de personas  identificadas o
identificables en espacios piblicos, queds restringida & & funcién de videovigitancia
efecluada exclusivamente porlas Fuerzas y Cuerpos de Segurldad en &l marco de la
Ley Orgdnica 41997,

En Ios lugares privados de uso publico sus propietarios o poseadores se
encuentran legitimados por la ley 23M1992, de Seguridad Privada para captar
imagenss do personas identificadas o identilicables con fines de videovigilancia, con
los requisitos y limites fiiados en la normativa de proteceion de datos, La captacion
de dichas imagenes tiene como finalidad su puesta a disposicidan de |las autoridades
paliciales, |udicialas o administrativas cuando en fas mismas se comprushe la
comision de un delite o infraccion. Dicha captacién de imdgenes esta sujeta al
principic de finalidad recogido en el articulo 4.2 de la Ley Organica 15/1999 por lo
que resulta contrario a lo previsto en la misma Ley su utilizacion para otros fines.
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Asimismo, la comunicacién de dichas imégenes a terceros dislinlos de la
autoridades encargadas de |a prevencidn de los delitos o infracciones o su difusidn
por cualguier medic, constituyen una cesidn de datos personales vy, en
consecuencia, una vulneraclon de lo previsto en la Ley Crganica 151883, sabvo
gue s& disponga dal consentimiento de los afectados por el tratamizante.

Es cuanto tisne al honor de informar.

Madrid, 7 de marzo de 2012,

LA COMNSEJERA TECMICA
DE LA UNIDAD DE APOYO A LA DIRECCION
J.'_,;'J-ﬁf‘g’_ ;
e i
Fdo - Marla Feméndaz Lopaz Visto y confarme,

EL ABOGADO DEL ESTADO
c:dEFE"_ LGAElNETE-:uﬁ?@D
. b b

[

N J
do. Agustin Puente Escobar

SR. DIRECTOR DE LA AGENCIA ESPANOLA DE PROTEGGION DE DATOS
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