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Executive Summary

Deliverable D7.7 (Data Protection Protocol) is a document designed to (a) demonstrate to project management and chain of oversight that the project is aware of, and compliant with, the necessary laws and regulations covering data protection; and (b) to inform and educate project participants on their obligations and responsibilities when in contact with personal data. It therefore sets out the rules which the project must comply with.
A number of ethical issues are raised within SMART by the nature of gathering personal and public data on
volunteers and bystanders. Because the project involves the tracking the location and observation of people,
fundamental rights and privacy are key ethical issues. In particular this is relevant for the two categories of
data subjects: volunteers and bystanders. In the case of the former, a voluntary consent form is required and
with this consent, a greater deal of data collection, storage and processing is permitted, including the use of
these results in the project work. In the case of bystanders, the rules are more stringent and efforts must be
taken to render anonymous the data collected, as well as reasonable efforts made to inform bystanders of
the data collection in process. Note that children are not involved at any stage of SMART.
Furthermore the right to privacy, the fundamental rights to be safeguarded during the project are: Freedom of
expression; Freedom of information; Freedom of assembly and Dignity. These rights are enshrined in the
constitutions of some member states as well as the European Convention of Human Rights and Fundamental Freedoms and the Charter of Fundamental Rights of the EU. However it is in most cases through the
Data Protection Directive 95/46/EC (extended through the Privacy and Electronic Communications Directive
2002/58/EC) which these rights are protected through legislation. More precisely these rights are protected
by each member state through the legislation of that state which, as a minimum, must comply with the above
directives.
The main thrust of the 95/46/EC directive is:
•
•
•
•

The right of access to own personal data.
The rights of erasure, blocking or rectification of the data, which do not comply with the provisions of
the Directive, are incomplete or inaccurate.
The right to be informed of all relevant details relating to the data processing and the rights granted
to self.
The right to a judicial remedy for any breach of the above mentioned rights

Three important definitions arise from the directive, hereafter also referred to as the data protection directive
(DPD):
•
•
•

Data subject: the individual who is the subject of the personal data.
Data controller: a person (natural or legal) who alone or jointly with others “determines the purposes
and means of the processing of personal data” (Art. 2(d) DPD).
Data processor: a third party who simply processes personal data on behalf of the data controller
without controlling the contents or making use of the data (Art. 2(e) DPD).

Within Spain, the member state of principle interest due to the location of the field trials, the issue of data
protection is enshrined by Organic Law 5/1992 on the Regulation of the Automatic Processing of Personal
Data. Law 5/1992 was subsequently amended by Organic Law 15/1999 on the Protection of Personal Data.
Organic Law 15/1999 implemented Directive 95/46/EC into Spanish law.
In addition to the set of basic obligations of this directive, as mentioned above, either due to the nature of
SMART or of specific Spanish law, there are further relevant issues. These are those relating to ‘sensitive’
data, the right of access to date, the obligation to inform data subjects, the right of obligation and ability to
move data across national borders.
In SMART a series of measures will be taken to ensure that the regulations are followed: Data will be stored
on secure systems where unauthorised access (electronically or physically) will be prevented. Copies will be
made to ensure accurate and complete data records in the case of data destruction. The data will be stored
for a specific purpose and stored only for that purpose. When that purpose has expired, for instance after the
conclusion of the project, that data will be erased. All data will be stored in a data file format compatible with
the law. No SMART application will be permitted to use real data until the required security level has been
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achieved.
To ensure privacy volunteers participating in SMART will have provided informed consent prior to the trial
and will be made aware of how their personal data will be used, the purpose of the data collection and their
rights with respect to that personal data. SMART will notify bystanders of public and private spaces employed in all data collections and testing of the monitoring system. This will be implemented by posting a notice visible from all access points to the employed area. Data involving bystanders will be rendered anonymous and destroyed when the relevant research task is complete.
SMART will make a point of contact available for any volunteers who wish to withdraw from the tests, to access, correct or erase their data or to object to the data processing, and similar measures will be provided for
bystanders.
In conclusion it has been shown that the SMART project has carried out due diligence in identifying the relevant laws and legislation applicable to the project. SMART has decided on a number of measures, relating to
the way data is stored and processed, and in interacting with bystanders and volunteers which will be carried
out to ensure no breach of the law.

SMART © Consortium 2012

Page 5 / 36

FP7-287583
SMART

2

Document Code: D7.7
Data Protection Protocol

Introduction

This document exists to describe the necessary activities and controls in place within the SMART project to
comply with data protection at the European level and, as data is collected in Spain, Spanish data protection
law.
As such it both serves to demonstrate that the project is aware of and compliant with applicable law, and
serves as a set of guidelines by which all members of the project in contact with personal data must follow.
The document is set out in seven chapters. Sections 1 (executive summary) and 2 (introduction) introduce
the document. Section three introduces the ethical issues relevant to the project (although this is covered in
greater depth in companion deliverable D7.8 (Ethical Dimensions of SMART Technologies) and then proceeds to describe the necessary laws and regulations which apply to data protection. This section serves
two purposes: it provides an overview of this regulation to orient the reader to further investigation on this
matter, and secondly extracts from these sources the most salient points for the project SMART, without, of
course, limiting the obligations of the project or its participants merely to these sections. Section five describes the specific measures which will be taken in the SMART project to comply with the current legislation, including DPA approval, and finally, section six concludes the report.

3

Ethical and Legal Implications of SMART Data Collection and Storage

3.1

Ethical issues

The principal ethical issues in SMART are the protection of fundamental rights and privacy. This is because
the project involves the tracking the location and observation of people. These rights are covered by European and national laws and regulations which will be followed in SMART. Further details are provided in deliverable D7.8 (Ethical Dimensions of SMART Technologies) and are merely touched on here to provide context for the relevance of the laws and regulations covered in the following section.
The two categories of third parties whose rights and privacy must be protected in relation to field testing are
i) volunteers and ii) bystanders.
i)

Voluntary participants are people selected by the project (with assigned “token role” or a
greater role in the unfolding of a scenario). They will have provided informed consent for their information to be used in the project prior to involvement. An ethical panel will approve their involvement
during the selection process. Under no circumstances will vulnerable subjects be selected as a
SMART actor; this includes persons under the age of 18 and any other person unable to give the informed consent.
ii)
In the case of bystanders, they will be informed that data is being collected and monitored in
any private or public space before entering into it and all data will be rendered anonymous (blurring
of faces, etc.) before any public disclosure.
Children will not be involved at any stage.
The ethical issues surrounding these fundamental rights and privacy issues are:
•
•
•
•
•
•

The right of access to own personal data.
The rights of erasure, blocking or rectification of the data, which do not comply with the provisions of
the Directive, are incomplete or inaccurate.
The right to be informed of all relevant details relating to the data processing and the rights granted
to self.
The right to a judicial remedy for any breach of the above mentioned rights.
Privacy
Fundamental rights:
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Freedom of expression
Freedom of information
Freedom of assembly
Dignity

And particularly within the context of the SMART project, specifically the following issues may arise:
•
•
•
•
•
•
•
•
•
•
•
•
•
•

3.2
3.2.1

Personally identifiable data
Crowd reaction
Social conversations
Location tracking
Consent for pictures and videos
Suspicious behaviour
Stored modelling
Acoustics, audio (interception)
Elements in speech
Biometrics
False positives
Unusual movements
Activation of acoustic sensors
Automated rating

Applicable Law and Regulations
European Convention of Human Rights and Fundamental Freedoms

The European Convention of Human Rights and Fundamental Freedoms sets out, among other issues, several basic freedoms including: the right to privacy and the right to freedom of expression.
The fundamental right to privacy is recognized in Article 8, which stipulates that everyone has the right to respect for his or her private and family life, home and correspondence:
“Right to respect for private and family life
1. Everyone has the right to respect for his or her private and family life, his or her home
and his or her correspondence.
2.
There shall be no interference by a public authority with the exercise of this right
except such as is in accordance with the law and is necessary in a democratic society in
the interests of national security, public safety or the economic well-being of the country,
for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others.”
The European Union requires all member states to legislate to ensure that citizens have a right to privacy,
through directives such as the 1995 Directive 95/46/EC on the protection of personal data.
With the advent of new technologies, however, the notion of correspondence has acquired a wider perspective and it has come to contain, in addition to its traditional meaning, any type of point-to-point communication realised through an electronic communications network.
Article 10 covers freedom of expression;
“1. Everyone has the right to freedom of expression. This right shall include freedom to
hold opinions and to receive and impart information and ideas without interference by public authority and regardless of frontiers. This article shall not prevent States from requiring
the licensing of broadcasting, television or cinema enterprises.
2. The exercise of these freedoms, since it carries with it duties and responsibilities, may
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be subject to such formalities, conditions, restrictions or penalties as are prescribed by law
and are necessary in a democratic society, in the interests of national security, territorial integrity or public safety, for the prevention of disorder or crime, for the protection of health
or morals, for the protection of the reputation or rights of others, for preventing the disclosure of information received in confidence, or for maintaining the authority and impartiality
1
of the judiciary.”
3.2.2

The Charter of Fundamental Rights of the EU

The Charter of Fundamental Rights in the course of the respective legal trend dedicates a separate article to
the protection of personal data. Article 8 sets out the right to the protection of personal data of an individual
and thus the protection of personal data has now its own legal basis apart from the right to respect an individual’s private life and the protection of human dignity. Article 8 of the Charter sets out the rules for the legitimate processing of personal data, notably that the processing shall be fair and for pre-specified purposes
based on the consent of the data subject or other legitimate basis laid down by law. Reference is furthermore
made to two rights of the data subject: the right of access to the data and the right to have it rectified. Finally,
Article 8 sets out the need for an independent authority, which shall control the compliance with the data protection rules. Article 11 also protects the right of free expression:
“1. Everyone has the right to freedom of expression. This right shall include freedom to
hold opinions and to receive and impart information and ideas without interference by public authority and regardless of frontiers.
2. The freedom and pluralism of the media shall be respected.”
Other fundamental rights covered in the charter and convention include the right to freedom of information,
the right to free assembly and the right to dignity.
3.2.3

Data Protection Directive 95/46/EC

Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data lays down
a series of rights of the data subject. These are:
•
•
•
•

The right of access to own personal data.
The rights of erasure, blocking or rectification of the data, which do not comply with the provisions of
the Directive, are incomplete or inaccurate.
The right to be informed of all relevant details relating to the data processing and the rights granted
to self.
The right to a judicial remedy for any breach of the above mentioned rights.

All these are applicable to SMART. The first three aforementioned rights may be restricted if this is necessary for reasons relating to the protection of the data subject or the rights and freedoms of others or to prevent a criminal offence or for reasons relating to public security.
The Data Protection Directive (DPD) aims to lay down specific rights of the individual on his or her personal
data, while ensuring that such data can move freely within the single market created between the Member
States of the European Union. It further aims to harmonize the data protection rules within the European Union.
Article 2(a) of the Data Protection Directive (DPD) defines ‘personal data’ as “any information relating to an
identified or identifiable natural person (‘data subject’); an identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identification number or to one or more factors specific to
his or her physical, physiological, mental economic, cultural or social identity”. Although the Data Protection
Directive tried to harmonise the processing of personal data with the free movement of such data, there are
still many differences between the Member States with regard to the term ‘personal data’, and especially
when it refers to an ‘identified of identifiable natural person’.
According to Article 2 (b) of the DPD, “data processing” is defined as “any operation or set of operations

1

http://en.wikipedia.org/wiki/Article_10_of_the_European_Convention_on_Human_Rights, Retrieved 06/03/2012
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which is performed upon personal data, whether or not by automatic means, such as collection, recording,
organization, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, blocking, erasure or destruction”. It follows that the definition of processing is extraordinarily broad, which means that it is difficult to conceive any
operation performed on personal data which would not be covered by it. It is important to note that mere
storage of personal data by the providers of publicly available electronic communications services or of a
public communications network constitutes ‘data processing’, so that simply storing data on a server or other
media is deemed to be processing, even if nothing else is being done with it.

In the context of processing of personal data, three distinctive categories of parties are recognised:
•
•
•

Data subject: the individual who is the subject of the personal data.
Data controller: a person (natural or legal) who alone or jointly with others “determines the purposes
and means of the processing of personal data” (Art. 2(d) DPD).
Data processor: a third party who simply processes personal data on behalf of the data controller
without controlling the contents or making use of the data (Art. 2(e) DPD).

Under the regime established by the Data Protection Directive, a key concept is that of the ‘data subject’s
consent’. If the data controller obtains the data subject’s consent, then he or she is broadly free to process
the personal data. The Directive states that a ‘data subjects’ consent’ must be freely given, specific and informed (Art. 2 (h) DPD).
Article 8 of the DPD describes special categories of data, i.e., “personal data revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs, trade-union membership, and the processing of data concerning health or sex life”, commonly known as sensitive data. The processing of the aforementioned data is
prohibited, unless one of the specific grounds described in the same Article is fulfilled.
There are a number of exceptions:
•
•
•

•
•

•

The interested person has given his or her consent
The processing is necessary for vital security interests of the other person who would be physically
or legally incapable to give his or her consent
The processing is effected with administrative purpose, under the responsibility of persons pursuing
legal activities, with a political, philosophical, religious character as well as by trade unions. The files
are constituted to collect information about their members. The information may not be communicated to third parties.
The processing is used for journalistic purposes (freedom of expression), for the creation of literary
or artistic works.
In health issues, exceptions have been accepted in the interest of the patient or in the field of preventative medicine, the medical diagnostics, and medical treatment. The processing of data is being
effected by a heath practitioner who is bound by his or her professional oath or by another person
under the professional oath.
The processing of data concerning criminal offences, sentences and measures of security (preventive retention) can only be effected under the control of public authority. Particularly, a collection of
all penal condemnations can only be established under the control of a public organ.

The person concerned has to be granted an access right to his or her personal data. She can make changes
or delete the data that are incomplete or incorrect. She has also a right to oppose to the storage of data for
legitimate reasons with regard to his or her particular situation. The Directive uses the words “justified opposition”. It leaves a margin of evaluation to national authorities as to the storage of data.
Moreover, all the actors recognise that security is a condition for freedom. The entity responsible for the
processing uses technical measurers and adequate organisation to avoid destruction or accidental loss, alteration, diffusion or non-authorised access. The security level is chosen with respect to the risk incurred in
the procedure of data processing. If a subcontractor is chosen by the persons or company responsible for
the treatment, he has to bring sufficient guarantees: like all subcontractor, he can act only according to instruction by the persons or company responsible of the treatment.
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With the international data exchange, a principle of reciprocity as to the protection of personal data is aimed
at:
“The Member States shall provide that the transfer to a third country of personal data
which are under-going processing or are intended for processing after transfer may take
place only if, without prejudice to compliance with the national provisions adopted pursuant
to the other provisions of this Directive, the third country in question ensures an adequate
level of protection.”
3.2.3.1

Basic principles in data processing

The European legal framework on data protection contains some basic principles for the processing of personal data. These principles serve as good practices that data controllers should comply with in order to protect the data they hold. The first of these principles requires fair and lawful processing (Art. 6(a) DPD). In determining whether any processing of personal data is ‘fair’, particular regard must be paid to the method by
which data were obtained. Under the second principle, data controllers must obtain data only for specified
and legitimate purposes, and must not carry out any further processing which is incompatible with those purposes (Art. 6(b) DPD). This principle thus has two components: (1) the data controller must specifically inform the data subject of the purposes for which data has been collected; and (2) once data has been properly collected, it must not be used for further purposes incompatible with the original purposes. The third
principle requires a data controller to hold only personal data that is “adequate, relevant and not excessive in
relation to the purposes for which they are collected and/or further processed” (Art. 6(dc) DPD). Data controllers are therefore obliged to store only a bare minimum of data that will suffice for the running of their services.
The fourth principle stipulates that all personal data “shall be accurate and, where necessary, kept up to
date” (Art. 6(d) DPD). The specific legislative provision creates an obligation for the data controllers to take
every reasonable step to ensure that data which are inaccurate or incomplete, having regard to the purposes
for which they were collected, are either erased or rectified. In practice, a data subject is likely to complain of
a breach of this principle in cases where there has been some detriment to the individual as the result of the
information being incorrect. It is therefore advised that the data controllers set up a mechanism whereby the
data subjects are able to update their personal data or notify the data controller about the inaccuracies of the
present information. This mechanism could be set up either within the network platform (by using the network’s interface), or outside the platform (e.g. by the use of a ‘hotline’). The fifth principle reads that personal
data must not be kept for longer than what is necessary for the purposes for which this data were collected
(Art. 6(e) DPD). This implies that data should be destroyed or rendered anonymous when the specified purpose for which they were collected has been achieved. The sixth principle requires processing to be carried
out in accordance with the rights of the data subjects. More precisely, Article 12 of the DPD grants data subjects the right to obtain certain basic information from the data controller about the processing of their personal data.
The seventh principle addresses the issue of data security: it requires data controllers to take ‘appropriate
technical and organizational measures’ (Art. 17.1 DPD) against unauthorized or unlawful processing, and
accidental loss, destruction or damage to the data. This principle covers the security requirements and robustness of the network itself, taken as a whole this principle imposes a statutory obligation on data controllers to ensure that personal data are processed in a secure environment. This means that the data controllers must consider the state of technological development and the cost of the implementation of any security
measures. Finally, the last principle is the notification to the supervisory authority in order to ensure the supervision of the data processing. The data controller must notify (Art. 18,19 DPD) the supervisory authority
about the processing, an mention among other matters the name of the controller, the purpose of the processing, the categories of data subjects, the categories of data processed, as well as the recipients to whom
the data might be disclosed.
The Data Protection Directive also contains a liability provision. Pursuant to Article 23, any person who has
suffered damage as a result of an unlawful processing operation or of any act incompatible with the national
data protection legislation is entitled to compensation from the controller for the damage suffered. The controller may be exempted from liability, in whole or in part, if he or she proves that he or she is not responsible
for the event giving rise to the damage.
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Since 1995 the Data Protection Directive has been complemented by other Directives such as in the ePrivacy Directive from 2002. This Directive translates the data protection principles of the general Data Protection Directive into specific rules for the electronic communications sector, regardless of the medium used.
This directive regulates issues such as the confidentiality of communications, the status of traffic and location
data, itemised billing, and unsolicited communications. It is applicable for example to electronic communication services providers; mobile communication services providers, etc.
3.2.4

Privacy and Electronic Communications Directive 2002/58/EC

The Privacy and Electronic Communications Directive (2002/58/EC) translates the data protection principles
of the general Data Protection Directive into specific rules for the electronic communications sector, regardless of the medium used. This directive regulates issues such as the confidentiality of communications, the
status of traffic and location data, itemized billing, and unsolicited communications. It is applicable for example to electronic communication services providers; mobile communication services providers, etc.
3.2.5

Spanish law

As the field trials and data collection will occur in Spain, SMART must also comply with these national laws.
In Spain, article 18 of the Spanish constitution (1978) establishes that:
“(1) The right of honour, personal, and family privacy and identity is guaranteed.
(2) The home is inviolable. No entry or search may be made without legal authority except
with the express consent of the owners or in the case of a flagrante delicto.
(3) Secrecy of communications, particularly regarding postal, telegraphic, and telephone
communication, is guaranteed, except for infractions by judicial order.
(4) The law shall limit the use of information, to guarantee personal and family honour, the
2
privacy of citizens, and the full exercise of their rights.”
Provision 4, which enshrines the issue of data protection, was further developed by Organic Law 5/1992
on the Regulation of the Automatic Processing of Personal Data. The Spanish Data Protection Agency
was formally created by Royal Decree 428/1993 of 26 March.
Law 5/1992 was subsequently amended by Organic Law 15/1999 on the Protection of Personal Data.
Organic Law 15/1999 implemented Directive 95/46/EC into Spanish law.
3.2.6

Applicable areas of European and Spanish Data protection laws regarding personal data

The above paragraphs discuss the specific laws and regulations which apply to the project. The conscientious reader is referred to these documents for the complete text. However, for the benefit of the reader, the
key points which apply in the SMART project is hereby given, in part abridged from an excellent analysis
3
Douwe Korff (consultant to the European Commission)
As has been discussed elsewhere, Member States shall provide that personal data may be processed only if
the data subject has unambiguously given his consent. There exist exceptions; however these are not applicable to SMART.
Furthermore:
3.2.6.1

‘Special’ or ‘sensitive’ data

In addition to personal data, there is also a series of categories considered to be “special”.

2

http://www.servat.unibe.ch/icl/sp00000_.html, Retrieved 06/03/2012

3

Korff, D., Comparative Summary Of National Laws: EC STUDY ON IMPLEMENTATION OF DATA PROTECTION
DIRECTIVE (Study Contract ETD/2001/B5-3001/A/49). September 2002
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Art. 8(1) of the Directive 95/46/EC refers to ‘Special categories of data’: “personal data revealing
racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership, and the processing of data concerning health or sex life.”

Most of the laws of the Member States regard the same categories of data as “special” or
“sensitive” as are listed in Art. 8(1) of the Directive, quoted above and the Spanish law too
is very close to the Directive by applying “special protection” to data which “reveal” “ideology, trade-union membership, religion or belief”, or which “refer to” racial origin, health or
sex life.
However there are some exceptions:
“1. Member States shall prohibit the processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership, and the processing of data concerning health or sex life.
2. Paragraph 1 shall not apply where:
(a) the data subject has given his explicit consent to the processing of those data, except
where the laws of the Member State provide that the prohibition referred to in paragraph 1
may not be lifted by the data subject's giving his consent; or
(b) processing is necessary for the purposes of carrying out the obligations and specific rights
of the controller in the field of employment law in so far as it is authorized by national law
providing for adequate safeguards; or
(c) processing is necessary to protect the vital interests of the data subject or of another person where the data subject is physically or legally incapable of giving his consent; or
(d) processing is carried out in the course of its legitimate activities with appropriate guarantees by a foundation, association or any other non-profit-seeking body with a political, philosophical, religious or trade-union aim and on condition that the processing relates solely to
the members of the body or to persons who have regular contact with it in connection with its
purposes and that' the data are not disclosed to a third party without the consent of the data
subjects; or
(e) the processing relates to data which are manifestly made public by the data subject or is
necessary for the establishment, exercise or defence of legal claims.”
(Art. 8(2) of the Directive)
“The Spanish law re-affirms a constitutional stipulation that no-one may be forced to reveal
his religion or beliefs (and adds that individuals must be advised of this if they are asked
for such information); and stipulates (also because of constitutional imperatives) that the
creation of files solely for the purpose of listing the “ideology, trade-union membership, religion, beliefs, racial or ethnic origin or sex life” of individuals “remains prohibited.”

In the case of SMART this means that the any data entering into either definition of ‘sensitive’ or ‘special’
cannot be collected from bystanders, that the volunteer consent form must explicitly state which, if any, of
these types of data will be collected, and that SMART must not create any files solely for the purpose of collecting this data.
The SMART sensor based technologies to not reveal any of the characteristics above. However, third party
contributors (i.e. the OS community) must be made aware of this. Any video or sound recordings must be
kept away from places of worship or trade union offices and no record of conversation discussing these matters kept.
However, the case of Twitter and other social media, the privacy of the individual is covered by the social
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network, although we can make the distinction of filter that raise no-privacy issues and filters where such
privacy issues can emerge. It is additionally arguable that Twitter and the public pages of social media are
covered under exception (e), as the participant will be considered to have manifestly made this data public.
Besides it is not the intention of SMART to collect such data per se, any collection of this data will be through
a side effect of wider data collection (for example recording a conversation which happens to cover these
subjects as part of a wider recording remit). This means that it is improbable that specific Spanish constraint
is breached.

3.2.6.2

Informing of data subjects
“Article 10:
Information in cases of collection of data from the data subject Member States shall provide
that the controller or his representative must provide a data subject from whom data relating to
himself are collected with at least the following information, except where he already has it:
(a) the identity of the controller and of his representative, if any;
(b) the purposes of the processing for which the data are intended;
(c) any further information such as
• the recipients or categories of recipients of the data,
• whether replies to the questions are obligatory or voluntary, as well as the possible consequences of failure to reply,
• the existence of the right of access to and the right to rectify the data concerning him –
in so far as such further information is necessary, having regard to the specific circumstances in
which the data are collected, to guarantee fair processing in respect of the data subject.
The Member States have implemented the above provision (and its companion one, Art.
11, discussed in the next sub-section) quite differently. Some stay quite close to the Directive, while others divert considerably from it.
The Spanish law too requires that all the additional information must always be given,
unless this is obvious - which is stricter than the Directive - and in addition stipulates that
the data subjects must be informed of the actual recipients of the data (rather than just the
categories of recipients) and of the fact that the data are to be held in a (structured) filing
system or automatically processed.
As far as the timing of the information is concerned, there are similar divergences. Spain
demands that the information be provided “when the data are collected”, or “before the
data are provided [by the data subject to the controller]”, or “beforehand” or “at the latest
when the data are obtained””

Thus in the case of SMART it is clear that the volunteer consent form must contain the information in (a), (b)
and (c), above. Going further the recipients of the data must be explicitly mentioned. We will do this with very
clear and narrow descriptions of the groups of actors (project officer, reviewers and so on).Similarly the notice to bystanders must make provision for this information to be available before or during data collection.

3.2.6.3

Informing when data are collected otherwise
“Article 11:
Information where the data have not been obtained from the data subject
1. Where the data have not been obtained from the data subject, Member States shall provide
that the controller or his representative must at the time of undertaking the recording of per-
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sonal data or if a disclosure to a third party is envisaged, no later than the time when the data
are first disclosed provide the data subject with at least the following information, except where
he already has it:
(a) the identity of the controller and of his representative, if any;
(b) the purposes of the processing;
(c) any further information such as
• the categories of data concerned,
• the recipients or categories of recipients,
• the existence of the right of access to and the right to rectify the data concerning him –
in so far as such further information is necessary, having regard to the specific circumstances
in which the data are processed, to guarantee fair processing in respect of the data subject.
2. Paragraph 1 shall not apply where, in particular for processing for statistical purposes or for
the purposes of historical or scientific research, the provision of such information proves impossible or would involve a disproportionate effort or if recording or disclosure is expressly laid
down by law. In these cases Member States shall provide appropriate safeguards.
The laws of the Member States also differ in respect of the information that must be provided to data subjects when data on them are obtained other than from the data subjects
themselves. Again, some stay quite close to the Directive, some qualify the requirements
of the Directive in terms seemingly at odds with the Directive, and yet others go beyond
the requirements of that instrument.
Spain [is]: again more demanding, in the same way as discussed in the previous subsection, by requiring that all the information be always provided”
In the case of SMART this may apply to bystanders and is related to the comment made in the previous subsection.

3.2.6.4

Right of Access
“Article 12: Right of access
Member States shall guarantee every data right to obtain from the controller:
(a) without constraint at reasonable intervals and without excessive delay or expense:
• confirmation as to whether or not data relating to him are being processed and information at least as to the purposes of the processing, the categories of data concerned, and the recipients or categories of recipients to whom the data are disclosed,
• communication to him in an intelligible form of the data undergoing processing and of
any available information as to their source,
• knowledge of the logic involved in any automatic processing of data concerning him
at least in the case of the automated decisions referred .to in Article 15 (1);
(b) as appropriate the rectification, erasure or blocking of data the processing of which does
not comply with the provisions of this Directive, in particular because of the incomplete or inaccurate nature of the data;
(c) notification to third parties to whom the data have been disclosed of any rectification, erasure or blocking carried out in compliance with (b), unless this proves impossible or involves a
disproportionate effort.
The laws in all the Member States provide for the right of data subjects to receive confirmation, on request, of whether data on them are processed by a particular controller
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The most important formal difference in the laws is that some countries - Greece, Spain
and Sweden - require controllers always to inform data subjects, on request, of the
sources of the data - and not just of “any available information” as to these source[s].
All the Member States except Spain in principle give data subjects the right to obtain a
copy of the data The Spanish law provides for this alternative too, but without stipulating
that if the data subject wants he can demand a hard copy rather than mere access”
In the context of SMART this means that the project must be able to give any data subject requesting this information on the terms described above, as well as the sources of this data and a copy of the data itself.

3.2.6.5

The general right to object
“Member States shall grant the data subject the right:
(a) at least in the cases referred to in Article 7 (e) and (f),72 to object at any time on compelling legitimate grounds relating to his particular situation to the processing of data relating to
him, save where otherwise provided by national legislation. Where there is a justified objection, the processing instigated by the controller may no longer involve those data.
By contrast, the laws in Finland, Spain and Sweden do NOT contain provide for a general
right to object - or at least not explicitly
As far as Spain is concerned, the absence of the general right to object can be explained
by the fact that the two criteria to which it must relate according to the Directive are severely restricted in the law in the first place.”

In SMART this means that a data subject has the right to withdraw from the scheme and/or object to any further processing of their data.

3.2.6.6

Rules and procedures relating to intra-EU transfers
“Member States shall neither restrict nor prohibit the free flow of personal data between
Member States for reasons connected with [data protection].” (Art. 1(2) of the Directive)”
“One of the main aims (indeed, perhaps, strictly speaking the main aim) of the Directive is
to remove obstacles to the Single Market arising out of restrictions imposed by data protection laws on cross-border data transfers. The Directive seeks to ensure a high level of
data protection so that those obstacles can be removed. Having done so, it can therefore
lay down the principle of a “free zone” for data transfers throughout the European Community, as is done in the above-quoted provision. However, like all the other provisions in the
Directive, this stipulation too of course only applies to matters within its own scope (that is,
broadly speaking, to matters within the scope of Community law). Indeed, a similar freedom cannot be stipulated in such an unconditional way for matters outside the scope of the
Directive, because there is no guarantee that in such matters the same high level of protection is guaranteed. The two things hang together: freedom to transfer data where there
is protection; no such freedom where this is not guaranteed.”

In the context of SMART this means that there should not be any problem in principle for the consortium
partners in different nation states from receiving and processing the data in accordance with the description
of work and the ethical and data protection norms of the project.
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SMART Compliance

4.1

Permission from the Data Protection Agency

Due to the public nature of the A/V SMART sensors (cameras and microphones) and privacy issues, it was
necessary to apply to the Spanish Data Protection Agency for permission (original response from the DPA is
added to the Annexes). The first submission was rejected because it was not sufficiently clear that persons
would not be identifiable in the video streams. Therefore a resubmission is being prepared where it will state
more clearly (and show with video examples) that individuals will not be identifiable in the SMART system.
Note: it is not sufficient that individuals are not being identified or that techniques are employed to render
data anonymous. The system must be set up in such a manner that identification is impossible due to image
quality, camera distance and/or camera angle and that the cameras are at their maximum zoom.

This will be updated as the situation developments.

4.2

Measures for Secure Storage

Data will be stored on secure systems. There will be controlled access and only authorised persons will be
able to access the information. This authorisation will be managed by both the person in charge of the security of the servers system (i.e. software security systems to avoid hacking or other attempted ways to access
the data other than through the controlled means), and by the ethics panel of the project who will control who
can access the data and on what grounds.
Furthermore;
•

•
•

•

•
•

Prevention of access by any unauthorised person to installations used for processing the SMART
personal data. This control of entrance to installations is not directly a responsibility of SMART applications, but must be borne in mind before the implantation of SMART applications in a real environment. All services which store images and/or audio must to have permission of the ethics committee of the project.
To prevent data media from being read, copied, altered or removed by unauthorised persons.
SMART applications must include mechanism to authenticate and identify authorised persons.
To safeguard data security copies will be made and a mechanism established in advance to restore
data in case of data destruction/loss, partial or total. These backup/restore mechanisms must be
checked periodically in order to verify the correct operation. This requirement not only implies to
SMART applications, it involves the entire SMART system. Furthermore, the backup/recovery copy
shall be stored outside the place where the information systems are located, and such copy will be
protected by implementing all the above security measures
According to the Principle of Conservation and Principle of Finality/Purpose Limitation the data is
stored for the duration of the SMART project and for the purposes of the project, and will not be
made available to parties outside the consortium, other than in processed form in the context of the
project. The SMART system will ensure the secure storage and transmission of personal data
(Principle of Security). All images and/or audio stored must be deleted one month later if it doesn't
have security utilities. All security utilities must be ordered by a judge.
All images and/or audio signals when are converted in files format must to accomplish regulations
of LOPD (Data protection Law) as a Data file.
Any tests to be conducted prior to the implementation or modification of SMART applications that
manage personal data shall be done with no real data (only fictitious data may be used in such
tests), unless if it assures the required security level.
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As an additional measure, the project is considering the following:
•
•

4.3

A record of Incidences: The record should indicate the procedures followed to recover the data, the
name of the person who recovered such data, and the data manually re-introduced.
Periodic audits: The personal data database shall be audited periodically by an employee or a third
independent party. The audit report shall indicate the adequacy of the security measures adopted,
deficiencies of the security measures and alternative or additional measures that shall be implemented. It must also include the data, facts or comments on which such report is based.

Measures for Privacy Protection
•
•
•

•

•

4.4

Volunteers participating in the field trials will have provided informed consent prior to the trial and
will be made aware of how their personal data will be used, the purpose of the data collection and
their rights with respect to that personal data.
SMART will notify bystanders of public and private spaces employed in all data collections and testing of the monitoring system. This will be implemented by posting a notice visible from all access
points to the employed area.
Information about data collection locations and images/videos potentially capturing the identity of
captured bystanders will be stored anonymously in a secure database and will be destroyed as
soon as the study/research task is completed and in any case will be automatically destroyed at the
end of the project. Access to the database will be permitted only to authorized personnel, whose
access is controlled through secure authentication techniques (see also the Annex 2- Indication of
how any data storage and handling processes will ensure data protection and confidentiality).
Any accidental or incidental collection of video data that might be related to personal information of
bystanders, captured by SMART monitoring system, “such as the capture of a person’s vehicle
number plate or any other personal data that might be used to identify the person, will be blurred
before being made public.
In the case of bystanders, they will be informed that data is being collected and monitored in any
private or public space before entering into it and all data will be rendered anonymous (blurring of
faces, etc.) before any public disclosure.

Other measures

Control of ‘sensitive’ or ‘special’ data: (See section 3.2.6.1).
•
•

It is forbidden to generate any file with the sole reason collecting sensitive data
The consent form must include explicitly include consent for collection of sensitive data.

Informing of data subjects (See section 3.2.6.2).
•

The consent form and public notice to bystanders must include the identity of the data controller, the
purpose of data collection, any recipients of the data, the voluntary nature of data provision and the
existence of the right to access.

The right of access (See section 3.2.6.4).
•

SMART must make available and known to data subjects the mechanism for the right to access
personal data stored on them, as well as the remainder of rights related to this (right to object, right
to rectification, erasure and so on).
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Conclusions

In conclusion it has been shown that the SMART project has carried out due diligence in identifying the relevant laws and legislation applicable to the project.
Analysis of the regulations has exposed a number of obligations which the project must comply with and a
number of rights which the data subjects have. Without negating the remainder of the clauses on the named
documentation, or indeed any other laws applicable in any project participant state, the principal issues have
been discussed, along with the implications on the project.
The project has decided on a number of measures, relating to the way data is stored and processed, and in
interacting with bystanders and volunteers which will be carried out to ensure no breach of the law. One area
of compliance, permission from the DPA has proved more complicated in practice. The initial solicitude was
rejected. The project is taking action to redress this issue.
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ANNEXES

DPA (Spanish)

SMART © Consortium 2012

Page 20 / 36

FP7-287583
SMART

SMART © Consortium 2012

Document Code: D7.7
Data Protection Protocol

Page 21 / 36

FP7-287583
SMART

SMART © Consortium 2012

Document Code: D7.7
Data Protection Protocol

Page 22 / 36

FP7-287583
SMART

SMART © Consortium 2012

Document Code: D7.7
Data Protection Protocol

Page 23 / 36

FP7-287583
SMART

SMART © Consortium 2012

Document Code: D7.7
Data Protection Protocol

Page 24 / 36

FP7-287583
SMART

SMART © Consortium 2012

Document Code: D7.7
Data Protection Protocol

Page 25 / 36

FP7-287583
SMART

SMART © Consortium 2012

Document Code: D7.7
Data Protection Protocol

Page 26 / 36

FP7-287583
SMART

SMART © Consortium 2012

Document Code: D7.7
Data Protection Protocol

Page 27 / 36

FP7-287583
SMART

SMART © Consortium 2012

Document Code: D7.7
Data Protection Protocol

Page 28 / 36

FP7-287583
SMART

SMART © Consortium 2012

Document Code: D7.7
Data Protection Protocol

Page 29 / 36

FP7-287583
SMART

SMART © Consortium 2012

Document Code: D7.7
Data Protection Protocol

Page 30 / 36

FP7-287583
SMART

SMART © Consortium 2012

Document Code: D7.7
Data Protection Protocol

Page 31 / 36

FP7-287583
SMART

SMART © Consortium 2012

Document Code: D7.7
Data Protection Protocol

Page 32 / 36

FP7-287583
SMART

SMART © Consortium 2012

Document Code: D7.7
Data Protection Protocol

Page 33 / 36

FP7-287583
SMART

SMART © Consortium 2012

Document Code: D7.7
Data Protection Protocol

Page 34 / 36

FP7-287583
SMART

SMART © Consortium 2012

Document Code: D7.7
Data Protection Protocol

Page 35 / 36

FP7-287583
SMART

SMART © Consortium 2012

Document Code: D7.7
Data Protection Protocol

Page 36 / 36

